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Infographic Content Highlights: 

¶ Exam Domain Weights: A detailed breakdown of the 10 core testing areas, including the 

heavily weighted Developing Code (22%), Cost & Performance Optimization (13%), and 

the critical 10% blocks for Monitoring, Security, and CI/CD. 

¶ Core Technology Stack: Highlighting the advanced use of Unity Catalog, Delta Lake, 

Auto Loader, and Spark Declarative Pipelines in a production environment. 

¶ Advanced Focus Areas: Visual cues for complex topics like late data handling in 

streaming, environment promotion via Asset Bundles, and secrets management. 

¶ Assessment Logistics: Essential facts including the 59 scored questions, 120-minute 

time limit, and the 2-year validity period. 
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Professional-grade flashcards, specifically focused on the 

"Developing Robust Code" domain 
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Technical Comparison Report: Unity Catalog Managed vs. External 

Tables 

1. Architectural Foundations of Unity Catalog Tables 

Within the Unity Catalog (UC) framework, a table is a securable object residing in a three-tier 

namespace (catalog.schema.table). Unity Catalog serves as the centralized governance layer, 

decoupling the logical table definition from the underlying cloud object storage. As a Lead 

Certification Developer, I categorize these into two lifecycles based on their metadata-to-data 

relationship: 

¶ Managed Tables:  The default state for the Databricks Lakehouse. Databricks governs 

both the metadata in Unity Catalog and the physical data files. These are the preferred 

choice for internal Medallion architecture workloads where simplified governance and 

automated cleanup are prioritized. 

¶ External (Unmanaged) Tables:  These manage metadata within Unity Catalog while 

pointing to data in a user-defined path. They are designed for interoperability, allowing 

external tools to access underlying files directly without traversing the Databricks SQL layer. 

2. Storage Location and Path Management Mechanics 

The professional candidate must distinguish how these types handle physical storage. Managed 

tables leverage "Managed Storage" defined at the Catalog or Schema level, whereas External 

tables rely on: 

Feature  Managed Tables  External Tables  
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Default Storage 
Location 

Resides in Managed Storage; location 
is entirely governed by metadata. 

Resides in user-defined cloud 
object storage paths (S3, ADLS, 
GCS). 

Path 
Specification 

A LOCATION clause is not used; 
Databricks handles the URI 
automatically. 

A LOCATION clause is required 
during table creation. 

File Format 
Control 

Restricted to Delta Lake to guarantee 
ACID compliance and UC features. 

Supports Delta, Parquet, CSV, 
JSON, etc. (User-defined). 

 

Operational Tip:  Use DESCRIBE EXTENDED or DESCRIBE DETAIL to verify the Type 

(MANAGED vs. EXTERNAL) and the physical storage path for any object in your catalog. 

3. Metadata and Data Lifecycle: The Impact of the 'DROP' Command 

Understanding the side effects of the DROP TABLE command is a frequent scenario-based focus for the 

Professional exam. 

Managed Table Lifecycle: Atomic Deletion 

1. Metadata Removal:  Unity Catalog removes the registration, lineage, and permissions. 

2. Physical Deletion:  Databricks automatically deletes the underlying data files from the managed 

storage location. 

3. Risk:  High risk of  accidental data loss ; however, it prevents the accumulation of "storage debt." 

External Table Lifecycle: Decoupled Deletion 

1. Metadata Removal:  Unity Catalog removes the registration and permissions. 

2. Physical Preservation:  The underlying data files remain  intact  in the cloud bucket. 

3. Risk:  High risk of  "orphaned" storage costs ; requires manual maintenance of the physical 

storage layer. 

4. Governance and Security Implications for Professional Certification 

Governance for the 2026 Professional exam emphasizes automation and the Principle of Least Privilege. 

¶ Ownership and Permissions:  Table "Owners" manage access via GRANT and REVOKE (e.g., 

SELECT, MODIFY). For External tables, an additional layer of security is required: users must have 

permissions on the  External Location  and the associated  Storage Credential . 

¶ Automated Deployment (DABs):  In production environments, External table paths are typically 

parameterized within  Databricks Asset Bundles (DABs) . This allows for seamless environment 

promotion (Dev Ÿ Test Ÿ Prod) by injecting environment-specific URIs during the CI/CD pipeline 

execution. 

¶ Architectural Standard:  Managed tables are the "Gold Standard" for Silver and Gold layers to 

ensure the transaction log remains the single source of truth, free from external file-system 

interference. 

5. Operational Best Practices and Performance Optimization 

Professional-level optimization has evolved beyond basic file management to include hands-off, declarative 

strategies. 

¶ Modern Layout Optimization:  While Z-ORDER is a valid legacy technique, the 2026 exam scope 

prioritizes  Liquid Clustering (  CLUSTER BY  ) . Liquid Clustering is "hands-off," automatically 

keeping columns co-located as query patterns evolve without the operational overhead of manual Z-

Ordering. 



¶ Advanced Partitioning & Hints:  To resolve skew and performance issues, professional engineers 

utilize  Partition Hints  such as COALESCE, REPARTITION, and REBALANCE. Unlike standard 

partitioning, these allow for granular control over the number of part-files and data distribution. 

¶ Target File Sizes:  Optimization operations target a file size of  ~1GB  by default. However, 

advanced practitioners may manually control individual part-file sizes to meet specific latency SLAs. 

¶ Data Integrity:  Always apply  Constraints  (e.g., CHECK or NOT NULL) at the Silver layer to 

prevent "poison pills" from entering the lifecycle. 

6. Exam-Day Readiness: Critical Differences Summary 

Ensure you are fluent in these high-density differentiators before the assessment: 

¶ VACUUM Impact:  On Managed tables, VACUUM cleans up stale files in managed storage. On 

External tables, it cleans up files in the external path.  Crucial:  Running VACUUM on a  shallow 

clone  will always return an error. 

¶ Change Data Feed (CDF):  CDF is the primary enabler for  SCD Type 2  history tracking. While 

available for both, Managed tables provide a more "sealed" environment for processing CDC output 

reliably. 

¶ Multiplex Bronze Pattern:  Use Managed tables for "Multiplexing"ðingesting multiple source 

streams into a single unified Bronze table to minimize small-file overhead and simplify initial 

ingestion governance. 

¶ Lineage:  Unity Catalog tracks end-to-end lineage for both table types, providing a visual audit trail 

from raw ingestion to final Gold-layer aggregations. 

 

Quick-Reference Summary Table 

Feature Managed Table External Table 

Data Storage Managed by Databricks User-managed (External Location) 

Metadata Storage Unity Catalog Unity Catalog 

DROP TABLE Deletes Metadata + Data Deletes Metadata ONLY 

VACUUM Deletes physical files Deletes physical files (Error on Shallow Clones) 

Best For Internal Medallion Layers Data Sharing / Cross-platform Interop 

Automation Standard Workspace/Catalog Setup Parameterized via DABs/External Locations 
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Quick-Reference Guide: Developing Robust Code (22%) 
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This domain validates your ability to own end-to-end production pipelines with a focus on reliability, 

efficiency, and advanced design patterns. 

¶ Declarative Engineering (SDP/DLT): 

o Dataset Types: Use Streaming Tables for incremental ingestion and Materialized 

Views for analytical aggregates. 

o Data Quality: Implement Expectations to enforce quality with three policies: 

EXPECT (warn), EXPECT...ON VIOLATION DROP RECORD (drop), and 

EXPECT...ON VIOLATION FAIL UPDATE (fail). 

o Enzyme Engine: Leveraged for automated incremental recomputation and 

maintenance. 

¶ Complex Transformation Patterns: 

o CDC Implementation: Use the APPLY CHANGES INTO API to simplify Change 

Data Capture, which handles out-of-order data and supports both SCD Type 1 and 

SCD Type 2 tracking. 

o Multiplex Streaming: Design a single "multiplex" Bronze table to ingest multi-source 

data, avoiding the operational overhead of managing hundreds of individual 

streaming jobs. 

¶ Optimization & Layout: 

o Liquid Clustering: Replace legacy Z-ordering with Liquid Clustering for 

automated, hands-off layout optimization as query patterns evolve. 

o File Statistics: Understand how the transaction log uses column-level statistics for 

file skipping to accelerate query performance. 

Summary: Key REST API 2.0 Commands for Productionizing Jobs 

Programmatic management of workflows is essential for the Debugging and Deploying (10%) 

domain. 

Command 

Category 

Endpoint Path Primary Use Case 

Creation 2.0/jobs/create Deploying a new Job definition from a JSON 

configuration. 

Execution 2.0/jobs/run-now Programmatically triggering a specific job run. 

Discovery 2.0/jobs/list Retrieving a list of all existing jobs in the workspace. 

Management 2.0/jobs/delete Removing a job definition from the workspace. 

Cloning 2.0/jobs/get Retrieving a job's JSON definition to clone or version it 

via the CLI. 

Observability 2.0/jobs/runs/list Viewing the history and tasks of job runs for monitoring. 

Export 2.0/jobs/runs/export Exporting the output of a specific run for debugging. 
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Technical Implementation Guide: SCD Type 2 History Tracking with Apache 

Spark Declarative Pipelines 

1. Executive Overview of SCD Type 2 in Delta Live Tables (DLT) 

In modern Lakehouse architectures, maintaining a comprehensive history of record changes is a 

prerequisite for auditing, point-in-time reporting, and machine learning feature engineering.  Slowly 

Changing Dimension (SCD) Type 2  solves this by capturing every state of a record, using 

effective start/end dates and "current record" flags rather than overwriting existing data.As we 

move into 2026, Databricks has solidified this capability under the  Apache Spark Declarative 

Pipelines (SDP)  framework. The primary mechanism for implementation is the APPLY CHANGES 

INTO API (often referred to in professional certifications as the  AUTO CDC INTO  pattern).Why 

Senior Architects Prefer SDP over Manual  MERGE INTO: 

¶ Declarative Simplicity:  Engineers define the "what" (the target state) rather than the "how" 

(the procedural join logic). 

¶ Automated State Handling:  It natively manages out-of-order events and record versioning 

metadata. 

¶ Operational Efficiency:  SDP eliminates the high-maintenance "boilerplate" code associated 

with manual history tracking, reducing technical debt and the risk of logical errors during 

complex upserts. 
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To implement SCD Type 2, you must define a streaming live table as your destination. The API 

then processes the change feed incrementally. 

The APPLY CHANGES INTO Parameter Matrix 

Parameter Mandatory? Technical Description 

target Yes The name of the streaming live table being 
updated 

source  Yes The streaming source (typically a Bronze 
layer Multiplex table). 

keys Yes Primary key(s) used to identify a unique 
logical record (e.g., account_id). 

sequence_by Yes The column used to resolve out-of-order 
data (timestamp or version number) 

apply_as_deletes No Logic/condition to identify records that 
should be logically or physically removed. 

stored_as_scd_type Yes Must be set to ""2""  for history tracking. 

track_history_column_list No Optional list of specific columns to track. If 
omitted, all columns trigger a new version. 
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Annotated Implementation Example (SQL) 

-- Define the target streaming live table 

CREATE STREAMING LIVE TABLE silver_user_history; 

-- Apply CDC logic with SCD Type 2 

APPLY CHANGES INTO LIVE.silver_user_history 

FROM STREAM(LIVE.bronze_users_multiplex) 

KEYS (user_id) 

SEQUENCE BY event_timestamp -- Critical for late-arriving events 

APPLY AS DELETES WHEN operation = 'DELETE' 

STORED AS SCD TYPE 2; -- Enables __start_at, __end_at, and __is_current 

 

3. Solving Out-of-Order Data with Sequencing Keys 

In distributed streaming environments (e.g., Kafka or Auto Loader), data rarely arrives in perfect 

chronological order. The sequence_by key is the technical anchor that ensures the Silver layer 

remains a "Record of Truth."How DLT Resolves Conflict via Sequencing: 

1. Ingestion:  A record arrives with a specific sequence_by value. 

2. State Comparison:  DLT compares this value against the sequence_by value of the existing 

record version in the target table. 

3. Late Record Logic:  If the incoming recordôs sequence value is  lower  than the existing 

version, DLT identifies it as a "late arrival" and ignores the update, preventing stale data 

from corrupting the current state. 

4. Version Promotion:  If the record is newer, the engine "closes" the current record (updates 

the end date) and "opens" a new one. 

 

4. Under the Hood: The Enzyme Engine and State Management 

Traditional SCD Type 2 logic requires expensive full-table scans to find and expire old records. 

The  Enzyme engine  is the optimization backbone that makes this performant. 

¶ The State Store:  Enzyme utilizes a high-performance  State Store (typically RocksDB)  to 

track the primary keys and their current versions. This allows the engine to immediately 

identify which records need "closing" without scanning the entire Delta table. 

¶ Incremental Processing:  By leveraging the state store, Enzyme only touches the specific 

data files affected by the incoming micro-batch. 

¶ Transaction Log Synergy:  Enzyme ensures that updates to the State Store and the Delta 

Transaction Log are atomic. If a pipeline fails mid-stream, the state remains consistent with 

the last successfully committed Delta version. 

5. Architectural Patterns: The Medallion Flow with Multiplexing 

A "Senior Architect" approach prioritizes efficiency across the entire Medallion pipeline. 

End-to-End Propagation 



1. Bronze (Multiplex Ingestion):  We use a single "Multiplex" table to ingest raw CDC events 

from multiple sources. This is architecturally superior as it reduces Kafka/Cloud Storage 

read costs; one stream handles multiple downstream Silver targets. 

2. Silver (SCD Type 2):  We apply APPLY CHANGES INTO to transform raw Multiplex events 

into structured history. 

3. Gold (Consumption):  To maintain performance, use the  Change Data Feed 

(CDF)  enabled on the Silver table to propagate updates downstream. 

4. Cross-Platform Integration:  For organizations utilizing multi-vendor tools, implement the 

Silver/Gold layers with  Iceberg UniForm . This allows other engines (like Snowflake or 

BigQuery) to read your SCD Type 2 history as if it were a native Iceberg table. 

6. Performance Optimization and Predictive Layout 

As historical tables grow to billions of rows, manual maintenance becomes a bottleneck. 

¶ Liquid Clustering (  CLUSTER BY):  Replace traditional Z-Ordering with Liquid Clustering. It 

allows for multi-column clustering that evolves with your query patterns. Use CLUSTER BY 

(user_id, region) to ensure point-lookups remain sub-second. 

¶ Predictive Optimization:  Enable this feature to automate OPTIMIZE and file compaction. It 

eliminates the operational overhead of manual maintenance jobs by using AI to determine 

the best time to reorganize data.  

¶ Architectôs Warning on  VACUUM:  Be extremely careful with VACUUM retention periods. 

While it manages storage costs, running VACUUM with a retention period shorter than your 

DLT checkpoint frequency or your required "Time Travel" window will break downstream 

incremental consumers and point-in-time recovery. 

7. Data Quality and Constraint Enforcement 

To ensure the Silver layer is a trusted "Record of Truth," we must implement DLT  Expectations . 

Specific Constraint Patterns 

¶ Primary Key Integrity:  Prevent records with null IDs from entering the history. 

¶ Sequencing Sanity:  Ensure timestamps are not in the future.Example Implementation: 

CONSTRAINT valid_id EXPECT (user_id IS NOT NULL) ON VIOLATION DROP ROW, 

CONSTRAINT valid_time EXPECT (event_timestamp <= current_timestamp()) ON VIOLATION 

QUARANTINE 

The Quarantine Pattern:  Instead of failing the entire pipeline, use the ON VIOLATION 

QUARANTINE logic. This routes invalid records to a separate audit table, ensuring zero data loss 

while keeping production pipelines running. 

8. Operational Implementation Checklist 

Follow this checklist for a production-ready SCD Type 2 deployment: 

¶   Enable Change Data Feed (CDF):  Must be enabled on  both  the source Bronze and the 

target Silver table to allow efficient downstream propagation to Gold. 

¶   Unique Checkpoints:  Ensure every APPLY CHANGES stream has a unique checkpoint 

directory within the DLT storage location. 



¶   State Store Sizing:  Size your compute clusters to provide sufficient memory for the 

Enzyme State Store (RocksDB) to avoid spill-to-disk during high-cardinality updates. 

¶   Identity Governance:  Apply Unity Catalog permissions (Usage/Select) at the Silver level to 

ensure data lineage is captured. 

¶   Monitoring:  Set up alerts for "Pipeline Lag" to detect when Enzyme cannot keep up with 

the incoming CDC volume. 

¶   Liquid Clustering:  Confirm CLUSTER BY is applied to columns used most frequently in 

ad-hoc point-lookups. 

QUIZ 
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1 / 10 

A complex multi-task job consists of a root task, followed by two parallel downstream tasks 

(Task B and Task C). If the root task and Task B complete successfully, but Task C fails, 

what is the resulting status of the overall job run? 

A. 
Partially completed 
B. 
Succeeded 
C. 
Failed 
D. 
Timed Out 
Hint 
Consider the specific terminology Databricks uses when a DAG has mixed outcomes across 
parallel tasks. 
 

2 / 10 

When configuring a production streaming job with unlimited retries on a job cluster, which 

setting is critical to prevent state conflicts if a task is automatically restarted? 

A. 
Maximum concurrent runs set to 1 
B. 
Max retries set to 0 
C. 
Using an all-purpose cluster 
D. 
Enable Auto-scaling 
Hint 
Focus on the setting that restricts the number of active instances of the same job. 
 

 

 



3 / 10 

A data engineer needs to programmatically triage a failed multi-task job by identifying 

which specific tasks were skipped or failed. Which Databricks REST API 2.0 endpoint is 

most appropriate for listing these detailed task-level outcomes? 

A. 
2.0/clusters/list 
B. 
2.0/jobs/run/list 
C. 
2.0/jobs/create 
D. 
2.0/jobs/delete 
Hint 
Look for an endpoint that specifically targets the 'run' history of the jobs. 
 
4 / 10 
If a multi-task job is executed using the API 2.0/jobs/create three consecutive times with the 
exact same JSON configuration, what will be the result in the Databricks environment? 
A. 
The request will be ignored after the first successful creation. 
B. 
One job will be created and updated twice. 
C. 
One job will be created and the subsequent calls will result in 409 Conflict errors. 
D. 
Three distinct jobs will be created, each with a unique job ID. 
Hint 
Think about whether the system treats the JSON payload as a unique identifier for an existing 
object or as a template for a new one. 
 
5 / 10 
An engineer receives three email notifications for a single job run where a monitoring 
condition was defined as . What is a common architectural reason for receiving multiple 
alerts for one threshold breach? 
A. 
The mean temperature was exactly 120 degrees. 
B. 
The job was configured with a 'Partially completed' status. 
C. 
There are multiple triggers or alerts configured for the same job. 
D. 
The cluster underwent a restart during the job execution. 
Hint 
Investigate how individual alert tasks or job-level notifications might overlap. 
 
6 / 10 
In a multi-task job where Task D depends on the completion of Task B and Task C, what 
happens if Task B succeeds but Task C fails due to a transient error? 
A. 
Task D runs using the output of Task B only. 
B. 
Task D waits for Task C to be manually repaired before starting automatically. 
C. 
Task D executes with a 'Degraded' status. 



D. 
Task D is skipped and the job run reaches a terminal state. 
Hint 
Think about the logic of a Directed Acyclic Graph (DAG) and the requirement for its dependencies. 
 
7 / 10 
When a task in a large multi-task job fails, which feature allows an engineer to restart only 
the failed task and any subsequent dependents without re-running the entire workflow? 
A. 
Reset and run 
B. 
Repair and rerun 
C. 
Force Success 
D. 
Clone and execute 
Hint 
Look for a term that implies both fixing a problem and continuing the existing execution. 
 
8 / 10 
Which diagnostic interface should be used to troubleshoot a job that is failing due to a 
'Disk Spill' during a wide transformation, such as a large join? 
A. 
DBFS Mount Point browser 
B. 
Jobs API 2.0 JSON output 
C. 
Unity Catalog Audit Logs 
D. 
Spark UI or Ganglia UI 
Hint 
 
Consider tools that allow you to see the internal execution plans and resource usage of the Spark 
engine. 
 
9 / 10 
What is the primary reason for setting the 'Maximum Concurrent Runs' to 1 for a job cluster 
that is running an incremental streaming pipeline? 
A. 
To allow the cluster to use serverless compute. 
B. 
To prevent multiple instances from conflicting over the same checkpoint directory. 
C. 
To ensure that Delta Lake ACID transactions are maintained. 
D. 
To reduce the startup time of the job cluster. 
Hint 
Think about the shared resources a streaming job uses to keep track of its progress between runs. 
 
10 / 10 
A data engineer wants to version control and automate the deployment of a multi-task job 
using the Databricks CLI. Which step is essential to ensure the job configuration can be 
replicated across different environments (Dev, Test, Prod)? 
A. 
Use an all-purpose cluster shared across all environments. 



B. 
Hardcode the workspace-specific Job ID in the deployment script. 
C. 
Parameterize the job configuration using JSON templates. 
D. 
Manually recreate the job in each environment through the UI. 
Hint 
Consider the technique used to make a static configuration file work for multiple different target 
setups. 
 
Answer 
1. A  2.A  3.B  4.D 5. C 6.D 7.B 8.D 9. B 10.C 
 
  



"Cost & Performance Optimization" (13% of the exam), and a 

technical guide and a diagnostic guide for identifying data skew and 

shuffle spill using the Spark UI 

 



Databricks Performance Optimization and Diagnostic Guide 

I. Technical Guide: Performance Optimization Strategies 

1. Liquid Clustering and Modern Data Layout 

As a senior engineer, you must recognize that traditional data layout strategiesðspecifically 

manual Hive-style partitioning and Z-Orderingðare increasingly legacy approaches. Liquid 

Clustering (CLUSTER BY) is the modern standard for Delta tables, designed to resolve the rigidity 

of older methods.  

The "Why" Behind Liquid Clustering: Unlike Z-Ordering, which is a static operation requiring a 

complete rewrite of the table (or a large portion of it) whenever data is added or query patterns 

shift, Liquid Clustering supports incremental clustering. It adapts the physical data layout 

without the massive write amplification associated with Z-Order. Furthermore, while traditional 

partitioning relies on a rigid directory-based hierarchy (e.g., /year/month/day), Liquid Clustering is 

column-based and flexible, avoiding the "over-partitioning" problem that occurs when partitions 

become too small to be efficient. 

Comparison: Z-Ordering vs. Liquid Clustering 

Feature Traditional Z-Ordering Liquid Clustering (CLUSTER BY) 

Operational 

Overhead 

High; requires manual or scheduled 

OPTIMIZE rewrites. 

Low; maintenance is triggered 

incrementally and automatically. 

Flexibility 

Rigid; performance degrades if 

query patterns evolve. 

High; allows for evolving query patterns 

without schema changes. 

Physical Layout 

Full data rewrite needed to maintain 

order. 

Incremental re-clustering; maintains "hot 

column" co-location. 

Partitioning Logic Limited by fixed directory structures. 

Replaces directory-based partitioning with 

flexible clustering. 

 

Implementation Syntax: For the professional exam, ensure you can distinguish between DDL 

and SQL syntax. Clustering is defined at the table level, but the "automation" is a separate 

management layer. 

¶ Correct Syntax:  CREATE TABLE table_name CLUSTER BY (col_col1, col2) 

¶ Maintenance:  Automation is not a keyword like AUTO in the DDL; rather, it is enabled by 

the Predictive Optimization layer, which manages the clustering process in the background. 

2. Predictive Optimization 

Predictive Optimization is the intelligence layer that makes a "hands-off" lakehouse possible. It is 

the specific feature that automates the management of Liquid Clustering, ensuring tables are 

physically optimized without manual intervention.  

Manual Tasks Replaced: 

¶ Automated OPTIMIZE:  The system identifies when file compaction and clustering are 

required based on data volume and query history. 

¶ Automated VACUUM:  Background cleanup of expired files ensures storage costs are 

controlled and compliance is maintained without breaking time travel windows. 



¶ Operational Synthesis:  By removing the need for manual CRON jobs or Airflow tasks to run 

maintenance, Predictive Optimization allows engineers to focus on logic rather than 

infrastructure overhead. 

3. Cluster Sizing and Compute Management 

When architecting for production, senior engineers must balance cost with strict Latency SLAs. 

This requires a deep understanding of the Databricks compute engine. 

¶ Photon & AQE:  Modern workloads should prioritize  Photon, the high-performance C++ 

vectorized execution engine. Additionally, Adaptive Query Execution (AQE)  is essential for 

performance, as it dynamically optimizes query plans at runtime (e.g., dynamically changing 

join strategies and handling data skew). 

¶ Autoscaling vs. Serverless:  For unpredictable workloads, use autoscaling to manage 

resource consumption. For ad-hoc SQL queries, Serverless SQL Warehouses provide the 

fastest "cold start" performance and remove the need for manual cluster tuning. 

¶ Production Trade-offs:  Larger clusters reduce execution time but increase DBU 

consumption. A common exam scenario involves determining the best configuration for a 

nightly job; often, the answer is a Job Cluster (optimized for cost and isolation) rather than 

an All-Purpose cluster. 

4. Physical Layout Refinement 

The "smalls" problem (tiny files) is the primary enemy of Spark performance. It induces massive 

scanning overhead and metadata bottlenecking in the transaction log.Optimization Checklist: 

¶ Target File Size:  Engineers must target a file size of 1GB for OPTIMIZE operations to 

maximize I/O throughput. 

¶ OPTIMIZE & ZORDER:  Use these for legacy tables to compact small files and co-locate 

data. 

¶ VACUUM:  Run this regularly to remove unreferenced files.   

Critical Exam Note:  VACUUM will break "Time Travel" for any data older than the 

retention period. The default is 7 days; you cannot vacuum data younger than this without 

specific configuration overrides. 

II. Diagnostic Guide: Identifying Performance Bottlenecks 

1. The Spark UI: Precision Debugging 

To identify bottlenecks, you must go beyond the high-level "Jobs" tab and drill into specific 

Stages and Tasks. The Precision Instruction for Spark UI: 

1. Navigate to the Stages tab. 

2. Locate the stage with the highest execution time. 

3. Scroll down to the "Summary Metrics" and "Task Metrics" sections. 

4. Compare the Median and Max task durations. 

2. Identifying Data Skew 

Data Skew is the "straggler" effect: 199 tasks finish in 2 seconds, while 1 task takes 20 minutes. 

¶ The Skew Signature: In the Spark UI Task Metrics, a massive delta between the 75th 

percentile/Median and the Max duration is the definitive signature of skew. 



¶ Remediation: 

¶ Leverage Adaptive Query Execution (AQE) skew join optimization. 

¶ Use Skew Join Hints  (e.g., /*+ SKEW('table', 'column') */) to manually inform the optimizer. 

¶ Tune spark.sql.shuffle.partitions to ensure higher parallelism. 

3. Detecting Shuffle Spill via Ganglia UI 

Shuffle Spill occurs when a worker node's RAM is exhausted, forcing Spark to spill intermediate 

data to disk. This is a severe performance killer.  

Explicit Detection via Ganglia UI:  Engineers must look for the "Crossover Signature" in two 

specific graphs: 

1. Memory Graph:  Look for memory usage reaching its maximum capacity. 

2. Disk Usage/IO Graph:  Look for a simultaneous spike in disk writes. 

¶ The Spill Signature:  If memory is maxed out and disk I/O spikes at the exact same 

moment during a shuffle operation, you have confirmed a Shuffle Spill. Red Flags 

Summary: 

¶ Spark UI:  Look for "Spill (Memory)" and "Spill (Disk)" columns in the Stages tab. 

¶ Ganglia UI:  Crossover of memory saturation and disk I/O spikes. 

¶ Remediation:  Increase the cluster size (vertical scaling) or use a larger instance type with 

more RAM per core. 

3. Summary Checklist for Production Monitoring 

Performance Symptom Diagnostic Tool Optimization Solution 

Uneven Task Duration 

Spark UI (Summary 

Metrics) 

Skew Join Hints / AQE / 

Repartitioning 

Disk I/O Spikes / Memory 

Saturation 

Ganglia UI (Memory 

vs. Disk) 

Increase Cluster Memory / 

Vertical Scaling 

Scanning Excessive Files 

Spark UI (Scan 

Metrics) 

Liquid Clustering / OPTIMIZE / 

Z-Order 

Slow Point-Lookups Spark UI (SQL Tab) 

CLUSTER BY / Predictive 

Optimization 

 

III. Professional Exam Readiness: Key Concepts 

Critical Exam Takeaways 

¶ The %sh Command:  This magic command executes only on the driver node. It does  not 

have access to worker nodes or distributed resources. Use it for local file system tasks or 

environment checks on the driver. 

¶ Compaction Target:  For the professional exam, always remember the target file size for 

OPTIMIZE is 1GB. 



¶ Shallow Clone Limitations:  You cannot run VACUUM on a shallow clone. Attempting to 

do so will result in an error because shallow clones reference the original table's data files. 

¶ VACUUM Rigor:  VACUUM deletes data files that are no longer in the latest state of the 

table and are older than the retention period. This operation breaks Time Travel to versions 

older than the vacuum point. 

¶ Widget Management:  To retrieve values from notebook widgets (e.g., parameters passed 

from a job), use dbutils.widgets.get("parameter_name"). 

¶ Unmanaged Tables:  An unmanaged (external) table is defined by including 

the LOCATION keyword in the CREATE TABLE statement. Deleting an unmanaged table 

only removes metadata, not the underlying files. 

¶ SCD Type Identification:  In the context of MERGE INTO operations: 

¶ SCD Type 1:  A simple UPDATE when matched, overwriting historical values. 

¶ SCD Type 2:  Involves both an UPDATE (to expire the old record) and an INSERT (to 

create the new active record), maintaining full history. 

¶ Secret Security:  To allow a user to read production secrets, you must set permissions 

to "Read" on the specific secret scope. 

¶ AQE Capability:  Adaptive Query Execution (AQE) can convert a Sort-Merge Join into 

a Broadcast Hash Join at runtime if it discovers the join side is smaller than expected. 

 

Quiz 
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1 / 10 

A data engineering team is migrating a table with evolving query patterns that frequently 

filter on four different columns. They want to minimize the operational overhead of 

manually maintaining data co-location. Which Delta Lake feature is best suited for this 

'hands-off' requirement? 

A. 
Scheduling a daily OPTIMIZE with Z-ORDER 
B. 
Implementing a multi-level partitioning strategy 
C. 
Utilizing Liquid Clustering with CLUSTER BY 
D. 
Enabling auto-compaction and optimized writes 
Hint 
Consider a newer feature designed specifically to address the limitations of fixed partitions and 
multi-column co-location. 
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2 / 10 
When running the OPTIMIZE command in Databricks to improve query performance, what 
is the default target file size that Delta Lake attempts to reach for the resulting data files? 
A. 10GB 
B. 1GB 
C. 128MB 
D. 512MB 
Hint 
Think of a round number in the Gigabyte range commonly cited in performance documentation. 
 
3 / 10 
During the execution of a large shuffle-heavy query, a data engineer notices a significant 
performance drop. They check the Ganglia UI and see high disk I/O activity on the worker 
nodes. What specific issue is likely occurring? 
A. 
Broadcast join timeout 
B. 
Over-partitioning of the source table 
C. 
Network throttled at the driver node 
D. 
Shuffle spill to disk 
Hint 
Focus on what happens when memory is exhausted during data movement between executors. 
 
 
4 / 10 

An engineer is troubleshooting a streaming job that has high latency. They want to adjust 

the frequency at which Spark handles shuffle operations for a specific transformation. 

Which configuration should they tune? 

A. 
spark.executor.instances 
B. 
spark.databricks.delta.autoCompact.enabled 
C. 
spark.sql.files.maxPartitionBytes 
D. 
spark.sql.shuffle.partitions 
 
Hint 
Look for the parameter that specifically sets the parallelism count for Wide Transformations. 
 
5 / 10 
A table is being updated nightly via an overwrite process. The data engineer notices that 
the 'small files' problem is inducing performance issues. Which phenomenon in the Delta 
transaction log is most likely contributing to this 'smalls' overhead? 
A. 
Frequent checkpoints in the streaming sink 
B. 
Optimistic Concurrency Control conflicts 
C. 
Bloom filter false positives 
D. 
Scanning overhead from excessive metadata 



Hint 
Consider the impact of file count on the initial phase of query execution before data is even read. 
 
6 / 10 
A data engineer wants to ensure that a Delta table's physical layout is automatically 
optimized without having to manually run OPTIMIZE commands. Which managed service 
feature should they enable in Unity Catalog? 
A. 
Predictive Optimization 
B. 
Dynamic File Pruning 
C. 
Auto Loader with Cloud Files 
D. 
Serverless Compute Autoscaling 
 
Hint 
Think of a feature that 'predicts' when a table needs maintenance to keep it healthy. 
 
7 / 10 
What is the expected result of attempting to execute a VACUUM command on a shallow 
clone of a Delta table? 
A. 
Only the metadata in the clone will be cleaned 
B. 
The command will fail with an error 
C. 
The source table's older versions will be deleted 
D. 
The shallow clone will be converted to a deep clone 
 
Hint 
Recall that a shallow clone only contains metadata pointing to the source files. 
 
 
8 / 10 
When designing a partitioning strategy, which type of column is generally considered a 
poor candidate for partitioning a Delta table? 
A. 
A high-cardinality column like 'user_id' 
B. 
A date column used frequently in 'WHERE' clauses 
C. 
A 'region' column with ten distinct values 
D. 
A 'status' column used for daily batch processing 
 
Hint 
Think about the consequences of creating a separate directory for every single unique value in a 
column with millions of entries. 
 
 

9 / 10 



Which Spark UI element is the most useful for identifying data skew, where a single task 

takes much longer than all other tasks in the same stage? 

A. 
The Storage tab cache hit ratio 
B. 
The Task Metrics distribution (Min, Median, Max) 
C. 
The Executors tab memory usage 
D. 
The SQL Tab query plan visualization 
 
Hint 
Look for a statistical summary of how long tasks are taking across the cluster. 
 
 
10 / 10 
In a stream-stream join scenario, why is applying a 'watermark' considered a critical 
performance and cost optimization? 
A. 
It encrypts the data during the shuffle phase 
B. 
It automatically triggers the Z-ORDER command 
C. 
It allows Spark to drop old state information from memory 
D. 
It increases the throughput of the Kafka source 
 
Hint 
 
Focus on how Spark manages the 'memory' of previous events to keep the pipeline sustainable. 
 
 

Answer. 1. C  2. B    3. D  4. D  5. D 6. A 7. B 8. A 9. B 10. C 

  



 Infographic, comprehensive study guide and quiz on Monitoring, 

Alerting and Observability 

 



Study Guide: Monitoring, Alerting, and Observability for Databricks Data 

Engineers 

1. Exam Domain Overview: Monitoring and Alerting 

The Monitoring and Alerting domain constitutes 10% of the Databricks Certified Data Engineer 

Professional exam. This section validates an architect's ability to maintain production stability, 

manage operational costs, and design observable, self-healing pipelines that adhere to strict 

Service Level Agreements (SLAs).Core Competencies 

¶ Production Pipeline Design:  Engineering secure, reliable, and cost-effective 

ETL/streaming workflows. 

¶ Advanced Troubleshooting:  Utilizing platform-native UIs to perform root-cause analysis 

on bottlenecks and failing compute resources. 

¶ Operational Intelligence:  Implementing robust alerting logic and automated remediation 

strategies. 

¶ Tooling & Automation:  Leveraging the Databricks CLI and REST API 2.0 for workspace-

level observability and deployment. 

2. Advanced Debugging with Spark, Ganglia, and Cluster UIs 

Professional-level debugging requires synthesizing metrics across different layers of the 

Databricks stack. Architects must distinguish between application-level Spark issues and cluster-

level infrastructure exhaustion. 

UI Tool Primary Metrics/Views Specific Debugging Use Case 

Spark UI 

Event timelines, stage/job 

metrics, and Query Plans. 

Performance Analysis: Identifying bottlenecks in Spark 

jobs, investigating skew, and tuning application-level 

execution logic. 

Ganglia 

UI 

Cluster-level CPU/Memory 

metrics and system logs. 

Resource Bottlenecks: Detecting "spills" to disk during 

query execution and viewing logs to troubleshoot low-level 

cluster performance problems. 

Cluster 

UI 

Driver and Worker node 

resource status. 

Compute Failures: Assessing failing applications due to 

driver/worker node resource exhaustion or OOM (Out of 

Memory) errors. 

 

3. Designing for SLAs: Balancing Cost and Latency 

Architecting for production requires managing the tension between processing frequency (latency) 

and resource consumption (cost). 

Latency Control: Layout Optimization 

High latency is frequently caused by "smalls"ðtiny files that increase scanning overhead. 

¶ Z-ORDER Indexing:  Effective for static patterns but carries high manual operational 

overhead as data grows. 



¶ Liquid Clustering:  The preferred architectural choice for  evolving query patterns . It 

provides "hands-off" management, automatically keeping hot columns co-located without 

the manual re-sorting required by Z-ORDER. 

Cost Optimization and Predictive Maintenance 

Compute costs are managed through Predictive Optimization, which automates background 

maintenance tasks. Architects must properly size clusters and leverage Autoscaling to match 

workload demand. For high-throughput shuffles, Adaptive Query Execution (AQE) should be 

enabled to dynamically optimize shuffle partitions. 

Streaming SLAs: Trigger Intervals and State Management 

¶ Trigger Intervals:  Decreasing trigger time improves latency but increases cost due to the 

overhead of micro-batching. Architects must find the "sweet spot" where the system 

handles the volume without unnecessary compute spend. 

¶ Watermarks:  Used to handle late-arriving data (e.g., a 10-minute delay). This prevents 

state information from growing indefinitely. 

¶ Multiplex Pattern:  For production streaming, use Multiplex Bronze tables to ingest multi-

source data into a unified table. This avoids the pitfalls of managing hundreds of individual 

streams for mixed-schema events. 

4. Production Alerting Strategies and Logic 

Alerting logic must be precise to avoid "alert fatigue" while ensuring critical failures are remediated 

immediately. Hierarchy of Alerting Logic 

1. Trigger Thresholds:  Configure alerts based on metric logic (e.g., mean(temp) > 

120).  Operational Gotcha:  If you receive multiple notifications for a single event, 

investigate whether  multiple triggers  have been configured for the same alert. 

2. Multi-Task Job Status:  In complex workflows, the final status is determined by task 

dependencies. If Task 1 and 2 succeed but Task 3 fails, and Task 3 has no downstream 

dependencies blocking the job, the final status is recorded as  "partially completed." 

3. Notification Integration:  Production jobs should be configured for email or webhook 

notifications on failure and whenever a job enters a retry state. 

5. Incident Response and Workflow Remediation 

Resilient systems prioritize Idempotency ðthe ability to rerun a process without changing the 

result beyond the initial application. Troubleshooting Playbook 

¶ Scenario:  A Structured Streaming query fails due to a transient compute error. 

¶ Remediation Action:  Recover using Databricks Workflows. You must ensure the 

checkpoint directory is unique for each stream. Architectural Reason: Non-unique 

checkpoints cause metadata conflicts, preventing proper recovery and breaking 

idempotency. 

¶ Scenario:  A multi-task job fails at a non-critical downstream task. 

¶ Remediation Action:  Utilize the "Repair and Rerun" feature to manually restart only the 

failed tasks, preserving the work completed by successful upstream tasks. 

¶ Scenario:  Maintaining High Availability (HA) for critical streaming workloads. 



¶ Remediation Action:  Configure the job with unlimited retries, use job clusters (not all-

purpose) for isolation, and set max one concurrent run to prevent state file corruption and 

processing overlaps. 

6. Operational Tooling: CLI, REST API, and Logging 

Automation tools are essential for versioning and monitoring deployments across environments. 

Tool/API Endpoint Observability Function 

Databricks CLI Interacting with workspaces/clusters; cloning and versioning jobs for CI/CD. 

REST API 2.0 ( 

/jobs/create ) 

Operational Gotcha: This endpoint is NOT idempotent. Executing the same 

JSON three times will create three separate jobs. 

REST API 2.0 ( 

/jobs/run/list ) 

Retrieving status for multi-task jobs and exporting run output for external 

auditing. 

Change Data Feed 

(CDF) 

Tracking row-level changes (inserts/updates/deletes) to propagate updates 

efficiently through the medallion architecture. 

MLflow / Audit Logs 

MLflow tracks custom execution metrics; Audit Logs track system events 

and user actions for security compliance. 

 

7. Performance Tuning Checklist for Observability 

¶   Target File Size:  Ensure OPTIMIZE operations target a file size of 1GB for ideal read 

performance. 

¶   Tuning Shuffles:  Configure spark.sql.shuffle.partitions to match cluster cores and 

enable  Adaptive Query Execution (AQE). 

¶   Partition Control:  Adjust spark.sql.files.maxPartitionBytes to manage the size of data 

slices read into Spark. 

¶   Enable CDF:  Enable Change Data Feed on tables where you must propagate deletes or 

updates to downstream Silver/Gold layers. 

¶   Table Validation:  Regularly use DESCRIBE HISTORY, DESCRIBE EXTENDED, and 

DESCRIBE DETAIL to verify table properties, consistency, and transaction log metadata. 

¶   Metadata Management:  Verify that Liquid Clustering  (CLUSTER BY) is utilized for 

tables with evolving query patterns to eliminate manual Z-ORDER maintenance. 

¶   Streaming HA:  Confirm all production streams use unique checkpoint locations and are 

restricted to a maximum of one concurrent run. 

 

Quiz 
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1 / 10 

A data engineer is reviewing the final status of a Databricks Job. The workflow is 

configured such that Task 1 must succeed before Task 2 and Task 3 run in parallel. If Task 1 

and Task 2 succeed, but Task 3 fails, how is the overall job status reported? 

A. 
The job is marked as successful because the majority of tasks passed. 
B. 
The job is marked as failed and all data from Task 2 is rolled back automatically. 
C. 
The job is marked as partially completed. 
D. 
The job remains in a 'Running' state until Task 3 is manually restarted. 
 
Hint 
Consider how parallel task dependencies impact the terminal state of a complex workflow. 
 

 

2 / 10 

While monitoring a long-running query, an engineer suspects that the worker nodes are 

over-saturated and causing data to spill from memory. Which interface is most appropriate 

for detecting physical disk spills during execution according to Databricks best practices? 

A. 

Table History (DESCRIBE HISTORY) 

B. 

Ganglia UI 

C. 

Databricks SQL Execution Plan 

D. 

Unity Catalog Audit Logs 

 

Hint 

Focus on the tool designed for real-time monitoring of cluster-wide resource utilization metrics. 

 

 

3 / 10 

An alert is configured to trigger an email notification if the following condition is met: . 

During a single execution window, the engineer receives three separate email notifications. 

What is the most likely cause for this behavior? 

A. 

Multiple triggers were defined for the same alert condition. 

B. 

The Delta table's transaction log recorded three separate commits for the same batch. 

C. 

The  command was running simultaneously, causing duplicate reads. 

D. 

The alert was evaluated separately for each partition of the source table. 

 

Hint 

Investigate how the alerting mechanism evaluates the specific threshold criteria. 



4 / 10 

A production streaming job must adhere to a strict latency SLA while minimizing compute 

costs. Which strategy provides the best balance of observability and control for this 

requirement? 

A. 

Enabling retries for all tasks to ensure zero data loss. 

B. 

Using a shared all-purpose cluster for all production streaming pipelines. 

C. 

Designing systems with specific trigger intervals and cluster sizing based on metrics. 

D. 

Setting to a fixed value of for every stream. 

 

Hint 

Think about the relationship between processing frequency and cluster resource allocation. 

 

 

5 / 10 

Which component of the Databricks UI allows an engineer to inspect the event timeline and 

specific metrics for individual stages within a Spark job? 

A. 

Asset Bundles UI 

B. 

Spark UI 

C. 

Cluster UI 

D. 

MLflow UI 

 

Hint 

Identify the standard interface for debugging the internal workings of a Spark application. 

 

 

6 / 10 

When troubleshooting a streaming pipeline that has stopped updating the target table, why 

is it critical for the engineer to verify that the checkpoint directory is unique to that specific 

stream? 

A. 

Reusing directories causes state interference and prevents accurate progress tracking. 

B. 

Sharing directories prevents the  command from cleaning old files. 

C. 

Unique directories are required by Unity Catalog for lineage tracking. 

D. 

The Databricks CLI cannot monitor jobs that share a root DBFS path. 

 

Hint 

Think about how a stream remembers where it left off after a restart. 

 

 

 



7 / 10 

To facilitate automated monitoring of production job failures, which API endpoint is most 

effective for exporting the detailed output of a specific job run? 

A. 

API 2.0 /jobs/run/export 

B. 

API 2.0/clusters/get 

C. 

API 2.0/secrets/get 

D. 

API 2.0/jobs/list 

 

Hint 

Look for the API call that specifically targets the retrieval of execution data from a completed run. 

 

 

8 / 10 

In a medallion architecture, how does the implementation of Change Data Feed (CDF) on 

Silver tables enhance observability compared to standard incremental processing? 

A. 

It provides a clear record of row-level updates and deletes for downstream audits. 

B. 

It reduces the need for Spark UI monitoring by optimizing the shuffle size. 

C. 

It allows the Databricks SQL service to skip files using Z-Order statistics. 

D. 

It automatically generates dashboards in the Ganglia UI for data quality. 

 

Hint 

Consider what specific types of data changes are traditionally difficult to track in a Lakehouse. 

 

 

9 / 10 

When monitoring cluster performance, an engineer notices  has dynamically changed the 

join strategy. Where can they observe the impact of this change on the physical execution 

plan? 

A. 

The Notebook Widgets sidebar 

B. 

The DBFS browser 

C. 

The Cluster Event Log 

D. 

The Spark UI SQL tab 

 

Hint 

Focus on the specific tool that visualizes query execution steps and optimizations. 

 

10 / 10 

Which tool provides unified lineage tracking to observe the flow of data across different 

workspaces and catalogs in a Databricks environment? 



A. 

Auto Loader 

B. 

Unity Catalog 

C. 

Spark Structured Streaming 

D. 

Databricks CLI 

 

Hint 

Think about the centralized governance layer of the Databricks platform. 

 

 

Answers 

 

1. C  2. B 3. A 4. C 5. B 6. A 7. A 8. A 9. D 10. B 

 

 

 

  



Technical Reference Guide: Security & Compliance (10%) 
This domain validates your ability to own the security posture of a production lakehouse, moving 

beyond basic permissions to advanced governance and compliance patterns. 

 

1. Unified Governance with Unity Catalog 

¶ The 3-Level Namespace: Always organize data following the hierarchy of Catalog > 

Schema > Object (Table, View, Volume) to ensure unified access control. 

¶ Privilege Model: Master the use of GRANT and REVOKE for core privileges such as 

USAGE (required to interact with any object in a catalog/schema), SELECT, and MODIFY. 

¶ Attribute-Based Access Control (ABAC): Leverage tags and security policies within Unity 

Catalog to manage access dynamically based on data sensitivity or user attributes. 

2. Advanced Security Patterns 

¶ Dynamic Views: Implement fine-grained security using functions like is_member() to check 

group membership or current_user() to filter rows. 

o Row-Level Security: Filtering a table so users only see records relevant to their 

region or department. 

o Column-Level Masking: Redacting or hashing PII (Personally Identifiable 

Information) columns for unauthorized users. 

¶ Secrets Management: Never hardcode credentials. Use dbutils.secrets.get to retrieve 

production secrets from protected Secret Scopes. 

o Access Control: Manage scope-level permissions to determine which users or 

service principals can read specific secrets. 

3. Compute and Workspace Security 

¶ Cluster Access Control: Distinguish between permissions like "Can Restart" (required to 

run notebooks attached to a cluster) and owner-level management. 

¶ Secure Ingestion: Ensure that all data ingestion methodsðincluding Auto Loader and 

Lakeflow Connectðland data directly into Unity Catalog-governed tables to maintain the 

chain of custody. 

4. Compliance and Observability 

¶ Automated Data Lineage: Utilize Unity Catalogôs ability to automatically track 

dependencies across the Medallion architecture (Bronze Ÿ Silver Ÿ Gold) for auditing and 

impact analysis. 

¶ Audit Logging: Monitor Audit Logs to track platform activity, identify unauthorized access 

attempts, and ensure adherence to regulatory SLAs/SLOs. 

 



 



QUIZ 

https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-

004e65621f84/artifact/c4c34d9a-bb0c-4556-9651-

bc499bf939dc?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share

_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_ 

 

 

1 / 10 

An organization needs to implement a dynamic view to protect PII. The requirement states 

that users who are members of the group 'audit_team' should see the raw email addresses, 

while all other users should see a redacted string. Which SQL logic correctly implements 

this column-level security? 

A. 

SELECT email FROM table WHERE is_member('audit_team') 

B. 

CASE WHEN is_member('audit_team') THEN email ELSE 'REDACTED' END AS email 

C. 

CASE WHEN current_user() = 'audit_team' THEN email ELSE 'REDACTED' END AS email 

D. 

IF(is_account_group('audit_team'), email, 'REDACTED') AS email 

 

Hint 

Focus on the specific function designed to evaluate if the current session user belongs to a 

designated workspace group. 

 

A data engineer has been granted the 'SELECT' privilege on a specific Delta table within 

Unity Catalog. However, they are still unable to query the table. Which additional privilege 

is required on the parent catalog and schema to enable access? 

A. 

READ 

B. 

BROWSE 

C. 

OWNER 

D. 

USAGE 

 

Hint 

Consider the hierarchical permission model where access to an object requires 'entry' permission 

on its containers. 

 

 

3 / 10 

To ensure production security, a data engineer needs to restrict who can retrieve a 

database password from a secret scope. Which permission level should be assigned to the 

engineer's service principal on the secret scope to allow it to read the password during a 

job run without allowing it to manage the scope? 

A. 

MANAGE 

B. 

WRITE 

https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/c4c34d9a-bb0c-4556-9651-bc499bf939dc?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/c4c34d9a-bb0c-4556-9651-bc499bf939dc?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/c4c34d9a-bb0c-4556-9651-bc499bf939dc?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/c4c34d9a-bb0c-4556-9651-bc499bf939dc?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_


C. 

EXECUTE 

D. 

READ 

 

Hint 

Think about the specific access level in the secret ACLs that corresponds to viewing the content of 

the secret. 

 

4 / 10 

When configuring cluster access control, which permission must be granted to a data 

engineer to allow them to attach a notebook to a cluster and execute its cells? 

A. 

Can Manage 

B. 

Can Restart 

C. 

Can Use 

D. 

Can Read 

 

Hint 

Identify the permission level that bridges the gap between seeing a cluster and being able to run a 

notebook on it. 

 

 

5 / 10 

A data engineer is designing a security strategy for production Delta Live Tables (DLT) 

pipelines. To comply with security best practices regarding compute isolation and cost 

tracking, which type of cluster should be used for these production workloads? 

A. 

Job cluster 

B. 

All-purpose cluster 

C. 

Shared interactive cluster 

D. 

Serverless SQL warehouse 

 

Hint 

Distinguish between compute resources optimized for 'always-on' development versus 'ephemeral' 

task execution. 

 

6 / 10 

An administrator needs to provide a new data engineer with access to review the code in a 

production notebook without allowing them to modify the code or run any cells. Which 

permission should be set for the engineer on that notebook? 

A. 

Can Manage 

B. 



Can Run 

C. 

Can Edit 

D. 

Can Read 

 

Hint 

Consider the most restrictive access level that still allows for full visibility of the source code. 

 

7 / 10 

To implement row-level security for a regional sales table, an engineer creates a view that 

filters data based on the user's region. If a user's region is stored in a lookup table, which 

function should be used in the view's  clause to identify the person currently querying the 

data? 

A. 

current_user() 

B. 

user_name() 

C. 

get_user() 

D. 

session_user_id() 

 

Hint 

Recall the function that captures the identity of the individual currently signed into the workspace 

session. 

 

8 / 10 

A production job is failing because it cannot access a secret scope. The engineer notes 

that the scope was created with the `initial_manage_principal` set to 'users'. What are the 

security implications of this setting? 

A. 

All users in the workspace can manage the permissions for that scope. 

B. 

Secrets can only be accessed via the Databricks CLI, not notebooks. 

C. 

Only the creator of the scope can read the secrets. 

D. 

The scope is automatically encrypted using a user-provided key. 

 

Hint 

Consider the impact of the keyword 'users' when applied to a management-level privilege across a 

workspace. 

 

 

 



9 / 10 

In a scenario where multiple teams share a workspace, an administrator wants to prevent a 

specific group from seeing the results of SQL queries run by other users in the 'Job 

History' tab. Which security feature should be configured? 

A. 

Storage Credentials 

B. 

Table Access Control 

C. 

Jobs Access Control 

D. 

Network Security Perimeters 

 

Hint 

Focus on the access control list (ACL) that governs visibility of automated tasks and their historical 

outputs. 

 

10 / 10 

A data engineering team is using a shallow clone for testing. They attempt to run 

a  command on the shallow clone to clean up old data. According to the source material, 

what will be the result of this operation? 

A. 

The command will result in an error. 

B. 

The command will succeed but only delete files from the source table. 

C. 

The command will convert the shallow clone into a deep clone. 

D. 

The command will delete the shallow clone itself. 

 

Hint 

Recall the structural limitations of a table that only references data files belonging to another  

source. 

 

Answer 

 

1. B 2. D 3. D 4. B  5. A 6. D 7. A 8. A 9. C 10. A 

 

  



Debugging and Deploying CI/CD  

This toolkit focuses on the 10% domain weight for the 2026 Databricks Certified Data Engineer 

Professional exam, which validates your ability to own the deployment lifecycle and 

programmatically manage production workloads. 

 



Study Guide: Debugging and Deploying for Databricks Certified Data 

Engineer Professional  

1. Domain Overview and Exam Expectations  

The Debugging and Deploying domain accounts for 10% of the professional certification. At this 

level, the exam shifts from "how to build" to "how to operate at scale." Candidates must move 

beyond basic functional correctness to architecting solutions that satisfy specific Service Level 

Agreements (SLAs).  

Core Competencies *  

Production Ownership: Managing the full lifecycle of workloads, focusing on reliability, security, 

and performance. 

* CI/CD Implementation: Automating environment promotion and code synchronization using the 

Databricks CLI, REST API, and Asset Bundles.  

* Operational Monitoring: Utilizing specialized UIs (Spark, Ganglia, Cluster) to identify resource 

bottlenecks and data-level skew.  

Architectôs Note: The Professional exam often presents multiple "correct" technical solutions. 

Your task is to select the optimal choice based on the balance of Cost, Latency, and Reliability 

SLAs . For instance, a solution might work but be rejected if it introduces excessive cluster 

overhead or violates idempotency.  

2. DevOps Tooling:  

¶ CLI, REST API, and DABs Production-grade automation requires a transition from manual 

workspace interactions to programmatic and declarative workflows.  

¶ Databricks CLI and REST API 2.0: The CLI and REST API provide the low-level interface 

for workspace management. 

 * Cloning and Versioning: To version an existing job, a developer must execute 

databricks jobs get --job-id to retrieve the JSON definition, modify the versioning metadata, 

and then run databricks jobs create --json-file to instantiate the new version.  

 

* Idempotency Warning: Executing the 2.0/jobs/create REST API endpoint multiple times 

with an identical JSON payload will result in the creation of multiple unique jobs with 

different Job IDs. This lacks the state-awareness of declarative tools.  

 

Databricks Asset Bundles (DABs) DABs are the modern standard for declarative Databricks 

automation, allowing developers to treat a Databricks project as a single software artifact.  

 

* Folder Structure:  

o databricks.yml: The primary configuration file defining the bundle and environment 

targets.   

o resources/: Contains YAML definitions for jobs, DLT pipelines, and other workspace 

objects.  

o src/: Dedicated directory for the actual source code (notebooks, Python files, 

libraries).  

 

* Variables: DABs allow for parameterization (e.g., ${bundle.target}) to dynamically adjust 

database names or cluster sizes between Dev and Prod environments.  

* Workflow Integration: Unlike the REST API, Databricks bundle deploy is idempotent ; it 

updates the existing state rather than duplicating resources.  



Tooling Comparison Matrix  

 

Tool Primary Use Case 
Key Commands / Endpoints 

Databricks 

CLI 

Manual automation and 

workspace interaction. 

databricks jobs get, databricks 

clusters list 

REST API 

2.0 

Custom programmatic 

workflows; low-level 

integration. 

2.0/jobs/create, 2.0/jobs/run/list, 

2.0/jobs/list 

DABs 

Declarative CI/CD; multi-

environment promotion. 

databricks bundle validate, 

databricks bundle deploy, databricks 

bundle run -t dev 

 

3. Version Control and Environment Promotion  

Git Integration and Code Sync  

* Remote Synchronization: If a repository branch is missing from a local development 

environment, the engineer must retrieve the branch from the remote (origin) to sync the local 

environment with the latest upstream changes.  

* Notebook vs. Wheels: While the "notebook dependency pattern" is common for rapid 

prototyping, production workloads should utilize Python Wheels.  

* Relative Path Imports: When packaging code as Wheels, always use relative paths for 

imports. This ensures that the code is portable across environments (Dev/Test/Prod) without 

requiring hardcoded workspace paths. 

4. Programmatic Workflow and Job Management  

Multi-Task Job Orchestration Production workflows often require parallel execution to minimize the 

total wall-clock time.  

* Logic: Consider a root Task 1 that must finish before Task 2 and Task 3 begin.  

* Configuration: Both Task 2 and Task 3 must include the following in their JSON definition: 

depends_on: [{"task_key": "Task_1"}]. This allows Task 2 and 3 to run simultaneously once Task 1 

returns a success status. 

Status Transitions If a job is configured with Task 1 as the root and Task 2/3 as parallel 

downstream tasks, the failure of Task 3 while Task 1 and 2 succeed results in a final job run status 

of "partially completed."   

5.Troubleshooting and Performance Monitoring UIs  

Diagnostic Toolkit  

* Scenario: Identifying Data Skew. * Tool: Spark UI . * Indicator: Examine the Event Timeline.  

If a single task (or small subset of tasks) takes significantly longer than others within the same 

stage, skew is present.  

* Scenario: Detecting a Data Spill. * Tool: Ganglia UI . * Indicator: Monitor Disk I/O and 

Memory metrics.  



A spill indicates that the data volume for a task has exceeded the allocated RAM, forcing Spark to 

write intermediate data to the local disk, causing a massive performance penalty.  

* Scenario: High-Concurrency Point-Lookups. * Tool: Liquid Clustering . * Architecture: Use 

CLUSTER BY on frequently filtered columns.  

This modern replacement for Z-ORDER provides a hands-off, flexible layout that avoids the 

operational overhead of manual OPTIMIZE commands as query patterns evolve.  

* Scenario: Analyzing Resource Bottlenecks. * Tool: Cluster UI / Logs . * Indicator: Review 

driver and executor logs to identify OutOfMemory (OOM) errors or cluster-level resource 

exhaustion. 

6. Production Troubleshooting Scenarios  

* Alerting Anomaly: Receiving three emails for one threshold trigger (e.g., mean(temp) > 120) 

usually indicates multiple evaluation periods or windows are being satisfied. If the alert is set to 

evaluate "the last 5 minutes," "the last 15 minutes," and "the last hour," a sustained spike will 

trigger all three.  

* Constraint Violations: When a production table fails due to a CHECK constraint (e.g., amount > 

0), do not simply drop the constraint. Implement a Zero-Data-Loss Quarantine Pipeline to divert 

invalid records into a side-table for auditing while allowing valid data to proceed.  

7. Recovery Strategies for Production Workloads  

Production Reliability Checklist  

*  Repair and Rerun: Instead of restarting a 20-task job from the beginning, use the "Repair and 

Rerun" feature to execute only the failed tasks and their downstreams.  

*  Streaming Production Best Practices:  

o Unique Checkpoint Directories: Must be dedicated to a single stream to prevent 

metadata corruption.  

o Job Clusters: Never use all-purpose clusters for production streaming; use dedicated job 

clusters.  

o Unlimited Retries: Configure the workflow to retry indefinitely to handle transient network 

or source issues.  

o Max Concurrent Runs: Set to one to ensure idempotency and prevent state conflicts. 

o Multiplex Streaming Pattern: Implement a single "Multiplex Bronze" table to ingest 

multiple event types/schemas from a single source. This reduces the number of active 

clusters and cloud connections, utilizing a "fan-out" logic to populate downstream Silver 

tables.  

8. Final Study Checklist & Knowledge Check  

o Practice Questions  

o 1. API Behavior  

Scenario: You use the 2.0/jobs/create endpoint three times with the same JSON payload. 

How many jobs exist in the workspace?  

* Logic Explanation: Three. The REST API is a low-level interface that creates a new 

resource for every request. It lacks the declarative state management found in Databricks 

Asset Bundles (DABs), which would see the job already exists and perform an update 

instead.  

 



2. Job Lifecycle * Scenario: A job has Task 1 (Root), and Tasks 2 and 3 (Parallel 

downstreams). Task 1 and 2 succeed; Task 3 fails. What is the final status?  

* Logic Explanation: "Partially completed." In multi-task jobs, the failure of any branch 

prevents a "Success" status, but the success of other branches prevents a total "Failed" 

status.  

 

3. Performance Diagnosis * Scenario: A query is significantly slower than usual. Which UI 

confirms a data spill?  

* Logic Explanation: Ganglia UI. A data spill is a hardware-level event where RAM 

overflows to local disk storage. Ganglia tracks the resulting Disk I/O and memory saturation 

that Spark UI might only show as increased task duration.  

 

4. Code Portability * Scenario: Why use relative paths in Python Wheels for production?  

* Logic Explanation: To ensure the code remains functional during environment 

promotion. Relative paths allow the Wheel to import its own modules regardless of the 

specific directory structure of the Dev, Test, or Prod workspace.  

 

5. Optimization Strategy * Scenario: A table experiences poor performance on point-

lookups despite Z-ORDERING. What is the modern solution?  

* Logic Explanation: Liquid Clustering (CLUSTER BY). Liquid clustering is the 

contemporary replacement for Z-ORDER; it provides better support for high-concurrency 

lookups and automates data layout without the need for manual OPTIMIZE maintenance. 

 

QUIZ 

https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-

004e65621f84/artifact/9f91b9c5-20ff-41dd-ac94-

3448a69a2329?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_shar

e_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_ 

  

https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/9f91b9c5-20ff-41dd-ac94-3448a69a2329?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/9f91b9c5-20ff-41dd-ac94-3448a69a2329?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/9f91b9c5-20ff-41dd-ac94-3448a69a2329?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/9f91b9c5-20ff-41dd-ac94-3448a69a2329?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_


Data Transfer Cleansing and Quality  

Data Quality & Cleansing Infographic: This visual highlights the Medallion Architecture flow and 

the specific cleansing objectives when promoting data from Bronze to Silver. It illustrates the logic 

for Data Quality Expectations (Warn, Drop, and Fail policies) and maps out the Multiplex 

Streaming pattern for efficient multi-source ingestion. 

 



Study Guide: Data Transformation, Cleansing, and Quality (Databricks Certified Professional) 

1. Domain Overview and Professional Exam Expectations 

In the Databricks Certified Data Engineer Professional exam, the  Data Transformation, 

Cleansing, and Quality  domain carries a 10% weight. While the Associate level focuses on 

building basic ETL/ELT pipelines, the Professional level requires a candidate to synthesize 

governance, performance, streaming, and deployment strategies into production-grade solutions. 

Associate vs. Professional Mastery 

To pass the Professional exam, you must move beyond functional code and demonstrate the 

ability to: 

¶ Synthesize Governance and Security:  Integrating Unity Catalog (UC) permissions with 

transformation logic. 

¶ Optimize for Scale:  Managing file layouts and cluster resources to meet strict SLAs. 

¶ Handle Complex Streaming State:  Implementing advanced deduplication and late-data 

handling. 

¶ Execute Declarative Patterns:  Utilizing Spark Declarative Pipelines (SDP) to automate 

quality enforcement. 

Core Technical Objectives 

¶ Master the promotion of data through the Medallion architecture using advanced design 

patterns. 

¶ Implement rigorous quality expectations and "Zero-Data-Loss" quarantine architectures. 

¶ Design idempotent pipelines using advanced deduplication and state management. 

¶ Manage complex Change Data Capture (CDC) using the Change Data Feed (CDF). 

2. Medallion Architecture: Advanced Promotion Objectives 

2.1 The Multiplex Bronze Pattern 

A "multiplex" bronze pattern involves ingesting multi-source data or mixed-schema events into a 

single unified table. This pattern centralizes ingestion before data is routed to specific Silver 

tables. 

¶ Design Objective:  Centralizing diverse raw data streams to minimize the operational 

overhead of managing dozens of individual ingestion jobs. 

¶ Mastery Insight:  To achieve modern cross-platform access, implement the Multiplex 

pattern in conjunction with  Iceberg UniForm . This allows the central Bronze table to be 

accessed by engines outside the Databricks ecosystem without duplicating data. 

¶ Streaming Best Practices:  Use trigger(availableNow=True) for cost-efficient batch-like 

processing of multiplexed streams. Ensure that the stream uses a unique checkpoint 

directory for each downstream Silver route. 

¶ Production Pitfalls:  Avoid over-consolidating unrelated data sources that do not share 

common metadata, as this can create a single point of failure and bottleneck the Spark 

driver during schema inference. 

2.2 Bronze to Silver Promotion 



Promotion to the Silver layer requires refining raw data into "query-ready" assets. Key 

transformations include: 

¶ Schema Normalization:  Enforcing data types and standardizing naming conventions. 

¶ Data Cleansing:  Handling nulls, correcting known data entry errors, and filtering out 

malformed records. 

¶ Initial Quality Gates:  Applying deduplication and initial Delta Lake constraints to ensure 

that only verified data enters the analytical layer. 

2.3 Silver to Gold Aggregation 

The transition to Gold focuses on business-specific consumption: 

¶ Business-Level Aggregates:  Creating high-value tables (e.g., daily sales by region) 

optimized for BI tools. 

¶ Performance Optimization:  Applying layout optimizations like Liquid Clustering to ensure 

Gold tables provide sub-second response times for ad-hoc point-lookup queries. 

3. Data Quality Enforcement and Constraints 

3.1 Delta Lake Constraint Logic 

Delta Lake supports CHECK constraints and NOT NULL constraints to prevent invalid data from 

reaching storage. 

¶ Implementation:  Constraints are enforced at the moment of the write. If a record violates 

a constraint, the entire transaction fails. 

¶ SQL Example: 

3.2 Data Quality Expectations (SDP/DLT) 

In Spark Declarative Pipelines (SDP), quality is managed via Expectations. For the Professional 

exam, you must design for "Zero-Data-Loss. 

Approach Logic Zero-Data-Loss Architecture 

Fail 

Stops the pipeline 

immediately. 

High integrity, but stops all processing; not ideal for high-volume 

streams. 

Drop 

Removes invalid 

records silently. Violates zero-data-loss requirements. Data is lost forever. 

Quarantine 

ON VIOLATION 

TAG AS 'invalid' 

Recommended. Invalid records are flagged and routed to a 

"Quarantine Pipeline" table for auditing and manual correction 

while the main pipeline continues. 

 

3.3 Handling Missing Constraints 

Since Delta Lake does not support native foreign key constraints, architects must implement: 

¶ Lookup Tables:  Maintaining normalized data models where relationships are validated 

programmatically during the Silver-to-Gold promotion. 

¶ Referential Integrity Checks:  Building validation logic into the pipeline (e.g., checking if a 

customer_id exists in the customers table before appending to orders). 



4. Advanced Deduplication and State Management 

4.1 Streaming Deduplication Logic 

Deduplication in Structured Streaming maintains idempotency. Use dropDuplicates() on a unique 

key, often combined with a watermark to limit the amount of state stored in memory. 

¶ Syntax:  df.withWatermark("timestamp", "10 minutes").dropDuplicates("event_id") 

4.2 Batch Read/Append Deduplication 

In batch workloads, dropping duplicates during a read/append operation ensures the target table 

remains clean. However, if the operation fails midway, retrying without an idempotent MERGE 

logic may result in partial duplicates in the target. 

4.3 Watermarking for State Control 

The .withWatermark() function defines the threshold for late-arriving data. 

¶ State Management:  It tells Spark how long to keep "state" (e.g., seen keys for 

deduplication or partial aggregates for joins) in memory. Once the watermark passes, old 

state is evicted to prevent the cluster from running out of memory (OOM). 

5. Change Data Capture (CDC) and Change Data Feed (CDF) 

5.1 CDF Architecture 

Enabling CDF (delta.enableChangeDataFeed = true) records row-level changes (inserts, updates, 

deletes) in the Delta transaction log. 

¶ Propagation:  It allows downstream consumers to process only the changes rather than re-

scanning the entire source table. 

5.2 Re-designing Pipelines for CDC 

To utilize CDF, transition from a standard readStream to a readChangeFeed pattern: 

¶ Batch:  spark.read.option("readChangeFeed", "true").option("startingVersion", 

0).table("source_table") 

¶ Streaming:  spark.readStream.option("readChangeFeed", "true").table("source_table") This 

allows you to explicitly handle the _change_type column (e.g., insert, update_preimage, 

update_postimage, delete). 

5.3 Slowly Changing Dimensions (SCD) 

Architects must choose between manual MERGE logic and automated tools. 

Type Description Professional Recommendation 

SCD Type 0 Fixed; no updates. Use INSERT only. 

SCD Type 1 Overwrite existing value. 

Use MERGE with WHEN MATCHED THEN 

UPDATE. 

SCD Type 2 

Track history with row 

versions. Use AUTO CDC INTO. 

 



** Mastery Note:** AUTO CDC INTO is preferred for Type 2 tracking because it automates the 

complex logic of "closing" the previous record (setting end_date or is_current = false) and 

"opening" the new record in a single declarative step, which is significantly less error-prone than 

manual MERGE statements. 

6. Optimization Techniques for Layout and Performance 

6.1 Liquid Clustering vs. Z-Ordering 

Liquid Clustering is the modern replacement for Z-Ordering. 

¶ Z-Ordering:  Manual, requires frequent OPTIMIZE runs, and becomes less effective as 

data grows. 

¶ Liquid Clustering ( CLUSTER BY ):  Simplifies data layout by allowing columns to be 

clustered dynamically. 

¶ Syntax:  CREATE TABLE events CLUSTER BY (user_id, event_type); 

¶ Predictive Optimization:  When enabled, Databricks automatically runs clustering in the 

background as query patterns evolve, ensuring "hot" columns stay co-located without 

manual intervention. 

6.2 Data Skipping and File Statistics 

Databricks stores min/max statistics for the first 32 columns of a table in the transaction log. 

¶ Filter Pushdown:  When a query filters on these columns, the engine "skips" files whose 

min/max range does not include the filter value. 

¶ Nested Columns:  Professional-level optimization includes ensuring statistics are collected 

for critical fields within JSON/Struct columns to enable skipping in complex schemas. 

6.3 Managing "Smalls" and Compaction 

The "small file problem" occurs when too many tiny files create excessive metadata overhead for 

the Spark driver. 

¶ The 1GB Target:  The OPTIMIZE command aims to compact small files into 1GB target 

files  for optimal storage performance. 

¶ Automation: 

o autoCompact: A post-write operation that compacts files immediately after a write 

transaction finishes. 

o optimizeWrite:  A balanced operation that attempts to write larger files during the 

initial write process, reducing the need for later compaction. 

7. Security-Enhanced Transformation Patterns 

7.1 Dynamic Views for Data Masking 

Dynamic views implement row-level and column-level security by checking the user's identity at 

query time. 

¶ SQL Example: 

7.2 Security and Governance Integration 

Unity Catalog (UC) provides the centralized governance layer: 



¶ USAGE Privilege:  Required on the Catalog and Schema to even see that a table exists. 

¶ SELECT Privilege:  Required to read data from the transformed asset. 

¶ Compliance:  During the cleansing process, ensure that PII is either masked or encrypted, 

and use UC lineage to prove that sensitive data does not leak into unauthorized Gold 

tables. 

8. Debugging and Observability in Processing 

8.1 Spark, Ganglia, and Cluster UI Analysis 

¶ Spill Detection:  In the Spark UI, "Spill (Disk)" or "Spill (Memory)" indicators signify that 

Shuffle Partitions are too large for the available executor memory. This is solved by 

increasing spark.sql.shuffle.partitions or resizing the cluster. 

¶ Event Timelines:  Use the timeline to identify "Skew"ðwhere one task takes significantly 

longer than othersðindicating that a join key is unevenly distributed. 

¶ Cluster UI:  Use this to monitor overall resource utilization and detect node-level failures. 

8.2 Transaction Log Deep-Dive 

Audit your transformations and table health using these commands: 

¶ DESCRIBE HISTORY:  View the audit trail of all versions, including who changed the data 

and when. 

¶ DESCRIBE EXTENDED:  Retrieve metadata such as location, provider, and table 

properties. 

¶ DESCRIBE DETAIL:  View physical storage statistics, including the current number of files 

and total size on disk. 

 

QUIZ 
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71f574424adf?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share

_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_ 
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A data engineering team is implementing a Delta Live Tables (DLT) pipeline and needs to 

handle records that fail a quality check. They want to ensure that records with a null value 

in the column are not written to the Silver table but are still recorded in the pipeline's event 

log for auditing purposes. Which expectation policy should they apply? 

A. 

expect ("valid_transaction", transaction_id IS NOT NULL) ON VIOLATION DROP ROW 

B. 

expect ("valid_transaction", transaction_id IS NOT NULL) ON VIOLATION FAIL UPDATE 

C. 

expect ("valid_transaction", transaction_id IS NOT NULL) 

D. 

CONSTRAINT valid_id CHECK (transaction_id IS NOT NULL) 

https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/5d0f5eae-baea-41b9-a478-71f574424adf?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/5d0f5eae-baea-41b9-a478-71f574424adf?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
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https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/5d0f5eae-baea-41b9-a478-71f574424adf?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_


Hint 

Consider which DLT policy allows the pipeline to proceed while specifically filtering out the non-

compliant data points. 

 

When implementing a Slowly Changing Dimension (SCD) Type 2 table using a Change Data 

Feed (CDF) as the source, what is the primary purpose of identifying records where the 

metadata column  is equal to 'delete'? 

A. 

To effectively propagate the removal of records by marking the existing version as inactive in the 

target. 

B. 

To overwrite the existing record with null values while keeping the row active. 

C. 

To remove all historical versions of that record from the target Delta table immediately. 

D. 

To trigger a VACUUM command on the target table to reclaim storage space. 

 

Hint 

Think about how SCD Type 2 maintains a timeline of records and what must happen to that 

timeline when a source record is removed. 
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A streaming job ingests data from a Kafka topic where events may be duplicated and arrive 

out of order. The team uses and to ensure data quality. What is the critical requirement for 

to effectively manage state in this streaming scenario? 

A. 

The interval must be set to exactly 0 seconds for real-time processing. 

B. 

The event time column used in the watermark must be included in the deduplication columns. 

C. 

The stream must be configured with a 'Complete' output mode. 

D. 

The checkpoint directory must be shared across all streams in the workspace. 

 

Hint 

Reflect on how the engine knows which historical keys it can safely 'forget' to prevent memory 

from growing indefinitely. 
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What is a primary advantage of using a 'multiplex' bronze table design in a medallion 

architecture for streaming workloads? 

A. 

It reduces the overhead of managing multiple source connections and ingestion pipelines for 

various event types. 

B. 

It automatically enforces strict schema validation for every incoming record at the moment of 

ingestion. 



C. 

It ensures that the  index is consistently applied to all nested JSON fields automatically. 

D. 

It eliminates the need for a Silver layer by providing analytics-ready data in the Bronze stage. 

 

Hint 

Focus on the architectural efficiency of handling many different data sources within a single entry 

point. 
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A data engineer needs to prevent any value less than or equal to  from being written to 

a  column in a Delta table, regardless of whether the write comes from a batch job or a 

streaming application. Which implementation is best for this requirement? 

A. 

Applying a DLT expectation with ON VIOLATION DROP ROW to the ingestion notebook. 

B. 

Using a CASE WHEN statement in the Silver transformation logic to set invalid prices to NULL. 

C. 

Running a VACUUM command immediately after every write to remove invalid files. 

D. 

ALTER TABLE products ADD CONSTRAINT price_check CHECK (unit_price > 0) 

 

Hint 

Identify the feature that provides hard enforcement at the table level, independent of the 

processing framework. 
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Which scenario would specifically require the use of a 'quarantine' table as part of a zero-

data-loss data quality strategy? 

A. 

When data exceeds the maximum partition size permitted by the Spark shuffle partitions 

configuration. 

B. 

When historical data needs to be archived because it is older than the current watermark. 

C. 

When invalid records must be audited and manually corrected rather than being silently discarded 

by the pipeline. 

D. 

When implementing a shallow clone to test schema evolution patterns safely. 

 

Hint 

Consider the operational needs of a team that cannot afford to lose any source information, even if 

it is currently malformed. 
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During the promotion of data from the Bronze to the Silver layer in a Medallion architecture, 

which transformation is most commonly associated with 'cleaning' and 'standardizing' the 

data? 



A. 

Performing a shallow clone of the Bronze table to provide read access for analysts. 

B. 

Casting strings to proper timestamps and applying uniform naming conventions for columns. 

C. 

Converting all Delta tables back to Parquet format to reduce transaction log overhead. 

D. 

Aggregating data into high-level business metrics like 'Total Monthly Revenue'. 

 

Hint 

Think about the level of refinement expected at each stage of the Medallion architecture. 

 

A data engineer is writing a `MERGE` statement to update a target table. If the logic is 

defined as `WHEN MATCHED THEN UPDATE SET *` and `WHEN NOT MATCHED THEN 

INSERT *`, without any additional logic to preserve historical states, which SCD type is 

being implemented? 

A. 

SCD Type 4 

B. 

SCD Type 0 

C. 

SCD Type 2 

D. 

SCD Type 1 

 

Hint 

Does this operation keep old versions of the data or just ensure the target reflects the latest 

source state? 

 

When performing a stream-static join between a streaming DataFrame () and a static 

DataFrame (), what happens if a user record is updated in the static source after the 

streaming job has already processed an event for that user? 

A. 

The  function will force the stream to wait until the static table is refreshed. 

B. 

The job will fail with an 'AnalysisException' because the static data is no longer idempotent. 

C. 

The streaming job will automatically re-process all previous events to reflect the updated user 

information. 

D. 

The engine will use the version of the static data that was available at the time the streaming 

micro-batch was processed. 

 

 

Hint 

Consider the incremental nature of Structured Streaming and how it interacts with data that is not 

part of the stream's own checkpointed state. 
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To ensure idempotency when loading a batch of data that may contain duplicates for the 

same primary key, which approach is recommended before performing a  operation? 

A. 

Run a 'DELETE' on the target table for all keys present in the source before beginning the load. 

B. 

Set the Spark configuration 'spark.databricks.delta.schema.autoMerge.enabled' to 'true'. 

C. 

Use a window function like  with  to select only the most recent record per key from the source. 

D. 

Decrease the 'spark.sql.shuffle.partitions' to 1 to force a single task to handle all updates. 

 

Hint 

What step can you take on the incoming data to ensure each unique identifier appears only once 

in the merge source? 

 

 

Answer 

1. A 2. A 3. B 4. A 5.  D  6. C 7. B 8. 1 9. D 10. C 

  



Ingestion and Acquisition (7% domain weight) 



 



Artifacts: 

¶ Ingestion & Acquisition Technical Infographic: This high-density visual compares core 

ingestion methods such as Auto Loader (cloudFiles), COPY INTO, and the new Lakeflow 

Connect managed connectors. It illustrates the Multiplex Streaming pattern, showing how to 

ingest multi-source data into a unified Bronze table to minimize operational overhead. 

¶ Comprehensive Ingestion Study Guide (Report): This detailed report provides a 

technical deep-dive into: 

o Incremental Ingestion: Implementing Auto Loader with schema inference and 

evolution to handle drift automatically. 

o Advanced Patterns: Mastering the mechanics of the Enzyme engine for incremental 

processing and implementing zero-data-loss quarantine pipelines. 

o Lakehouse Connectivity: Using JDBC/ODBC and REST-based ingestion strategies 

orchestrated via Lakeflow Jobs. 

¶ Ingestion Mastery Quiz: A scenario-based quiz that challenges your ability to select the 

optimal ingestion tool for varying data volumes and frequencies. Expect questions on 

deduplication at the point of ingestion and troubleshooting checkpointing failures in 

production streaming workloads. 

Study Guide: Ingestion and Acquisition for Databricks Certified Data 

Engineer Professional 

1. Exam Domain Overview and Strategic Context 

As a Professional-level candidate, you must recognize that while the Data Ingestion & 

Acquisition domain is explicitly weighted at 7% , it serves as the structural foundation for 

the Developing Code (22%) and Performance Optimization (13%) domains. In the Professional 

exam, ingestion is not a standalone task but a governed, architectural decision that impacts 

downstream latency, cost, and reliability. You are expected to move beyond "making it work" to 

"owning the production lifecycle." 

Professional vs. Associate Readiness Checklist 

The shift from Associate to Professional is defined by the transition from building basic ETL 

pipelines to managing governed, enterprise-grade data platforms. 

Feature Associate Level Professional Level 

Ingestion 

Scope 

Basic CSV/JSON loads; 

manual batch loads. 

Governed, automated, streaming (Auto Loader) 

and multiplexed patterns. 

Data 

Governance Basic table permissions. 

Ownership of lineage, secrets management, and 

fine-grained access control via Unity Catalog. 

Complexity 

Simple Bronze/Silver/Gold 

ETL logic. 

Multi-source multiplexing, schema evolution, and 

cross-platform access (UniForm). 

Automation Basic job scheduling. 

CI/CD integration, Databricks Asset Bundles 

(DABs) , and environment promotion. 



Optimization Manual Z-Ordering. 

Liquid Clustering, Predictive Optimization, and 

state management. 

 

2. Deep Dive: Auto Loader (CloudFiles) for Production Ingestion 

Auto Loader is the architectural standard for production-grade ingestion from cloud object storage. 

It is preferred over manual Structured Streaming because it provides a scalable way to handle 

schema drift and file discovery without the overhead of directory listing. 

Core Auto Loader Features 

¶ Checkpointing and Idempotency:  Managed via checkpointLocation, ensuring exactly-

once processing by tracking processed files even across job restarts. 

¶ Schema Inference and Evolution:  Automatically detects new columns and evolves the 

target Delta table schema, preventing pipeline failures due to upstream source changes. 

¶ Efficient File Discovery:  Uses cloudFiles to interact with cloud metadata. 

¶ Architectôs Note on Cost:  For massive datasets, you must choose between directory 

listing and file notification. Using cloudFiles.useNotifications = true reduces costs for 

high-volume buckets by avoiding expensive recursive listings, though it requires setting up 

cloud-native notification services (e.g., AWS SNS/SQS). 

3. Advanced Ingestion Patterns: Multiplexing and Medallion Architecture 

The Multiplex Bronze pattern involves building a single unified Bronze table to ingest data from 

multiple sources or mixed-schema events. This centralizes ingestion and reduces the overhead of 

managing dozens of individual streaming jobs. 

Implementing the Multiplex Pattern 

¶ Unified Entry Point:  Capture diverse event types into one Delta table, utilizing metadata 

columns to identify source systems. 

¶ Iceberg UniForm Integration:  Modern architectures leverage the Multiplex pattern in 

conjunction with Iceberg UniForm. This enables the data landed in your Delta 

Bronze/Silver layers to be accessed by Iceberg-compatible readers (e.g., Snowflake, 

BigQuery) without duplicating data. 

¶ Quarantine Flow:  You must implement a zero-data-loss quarantine pipeline. This 

involves using "audit tables" to redirect invalid records that fail quality checks, ensuring the 

primary pipeline continues while bad data is isolated for manual review. 

Transitioning from Bronze to Silver: The Professional Objective 

In the transition to Silver, your code must achieve the following: 

¶ Data Cleansing:  Eliminating corrupt records or null values that violate business logic. 

¶ Quality Enforcement:  Utilizing expectations (Data Quality constraints) to halt pipelines or 

drop records that fail validation. 

¶ Deduplication:  Implementing logic within Spark Structured Streaming to identify and 

remove duplicates based on business keys before the data reaches the Silver layer. 

4. Incremental Processing and Change Data Capture (CDC) 

Change Data Feed (CDF) Implementation 



CDF provides row-level changes (inserts, updates, deletes) between table versions. While 

"normal" Structured Streaming reads only capture appends, CDF allows downstream consumers 

to process the full lifecycle of a record. 

¶ Technical Tip:  Enable CDF via TBLPROPERTIES (delta.enableChangeDataFeed = true). 

Use it specifically when you need to propagate deletes or updates through the Medallion 

architecture. 

Automating SCD Type 2 with Declarative Logic 

Tracking history (SCD Type 2) is a core Professional requirement. You must leverage specific 

keywords to automate this: 

¶ APPLY CHANGES INTO: Within Delta Live Tables (DLT), this automates the handling of 

CDC data, including out-of-order data and record versioning. 

¶ AUTO CDC INTO: Used within the Spark Declarative Pipelines (SDP) framework to 

automate history tracking and effective-date management without writing manual MERGE 

statements. 

SCD Type Comparison for Delta Lake 

SCD 

Type Objective Implementation Strategy 

Type 0 Retain original data. Simple INSERT. 

Type 1 

Overwrite existing 

records. MERGE INTO with UPDATE. 

Type 2 Full versioned history. 

Automated via APPLY CHANGES INTO or manual MERGE 

with history logic. 

 

Watermarking and State Management 

Using .withWatermark("timestamp", "10 minutes") is critical for stateful operations. It defines how 

long the system waits for late data before dropping it from the state. 

¶ State Clearing:  Once data falls outside the 10-minute window, the state associated with 

that time window is cleared from the worker nodes' memory to prevent unbounded memory 

growth and performance degradation. 

Stream-Static Joins 

When joining a high-volume stream with a static lookup table, you must use the broadcast() hint 

on the static side to distribute the lookup data to all workers, minimizing shuffle. Monitor state 

information in the Spark UI to ensure the join does not lead to "spills" to disk. 

6. Layout Optimization and Physical Storage 

Z-Ordering vs. Liquid Clustering 

 

 

 



Feature Z-Ordering Liquid Clustering 

Operational 

Effort 

High; manual OPTIMIZE and re-

sorting required. 

Low; "hands-off" via CLUSTER BY 

columns. 

Query Pattern Best for static, fixed query columns. 

Adapts to evolving query patterns 

automatically. 

Maintenance 

Requires frequent maintenance for 

new data. 

Predictive Optimization manages layout 

automatically. 

 

Architect's Warning: Delta Clones and VACUUM 

Running the VACUUM command on a shallow clone will result in an error. Shallow clones only 

copy metadata; because they point to the original table's data files, VACUUM is disallowed to 

prevent accidental deletion of the source data. 

Solving the "Smalls" Problem 

Performance degradation from many tiny files must be mitigated using these four Spark partition 

hints: 

1. coalesce: Reduces the number of partitions without a full shuffle (best for decreasing 

partitions after a filter). 

2. repartition: Increases or decreases partitions with a full shuffle (balances data). 

3. repartition by range: Ensures data is sorted by range (useful for optimizing certain joins). 

4. rebalance: Dynamically adjusts the number of output partitions to avoid small files and 

skew (highly recommended for streaming writes). 

7. Orchestration, Tooling, and Deployment 

Lakeflow and Multi-Task Job Orchestration 

Professional pipelines utilize multi-task jobs with defined dependencies (e.g., Task 1 leads to 

parallel Task 2 and Task 3). If Task 3 fails while Task 2 succeeds, the final job status may show as 

"Partially Completed." 

Programmatic Deployment 

You must be familiar with the following REST API 2.0 endpoints for automation: 

¶ /api/2.0/jobs/create: To programmatically define new workflows. 

¶ /api/2.0/jobs/list: To retrieve current job metadata. 

¶ /api/2.0/jobs/runs/export: To retrieve logs and status for external auditing. 

Databricks Asset Bundles (DABs) 

DABs are the standard for environment promotion (dev Ÿ test Ÿ prod). Use databricks bundle 

deploy to package code, jobs, and configuration. DABs allow you to manage environment 

variables specifically for each target, ensuring connection strings and paths are correct for 

production. 

Troubleshooting with Spark and Ganglia UIs 



¶ Spark UI:  Look for "spills to disk" in the stage details to identify memory pressure. 

¶ Ganglia UI:  Use this to detect cluster-level bottlenecks, such as high CPU utilization or 

network saturation during massive shuffles. 

8. Knowledge Check: Practice Scenarios 

Scenario 1: A job fails because of a missing checkpoint directory in a multi-stream 

environment. 

¶ Solution: Every individual stream in a job must have its own unique checkpoint directory. 

Reusing directories causes metadata conflicts and breaks idempotency. 

Scenario 2: A video analytics team sees poor performance on point-lookup queries 

(user_id, region) on a table with billions of events, despite manual Z-Ordering. 

¶ Solution: Implement Liquid Clustering (CLUSTER BY) in conjunction with Predictive 

Optimization. This provides a hands-off way to keep "hot" columns co-located as query 

patterns and data volume evolve. 

Scenario 3: A production notebook needs to be reviewed by a new engineer without 

giving them run access. 

¶ Solution: Assign "Can Read" permissions. This allows the engineer to audit the code 

without having "Can Restart" permissions, which prevents them from incurring cluster costs 

or modifying production state. 

 

QUIZ 

https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-
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share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_  
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A streaming analytics team is ingesting billions of events daily into a managed Delta table. 

They find that manual -ordering on specific columns like `user_id` and `campaign_id` is 

becoming an operational burden as query patterns evolve. Which feature provides a hands-

off approach to maintaining data co-location for these point-lookup queries? 

A. 

Implementing a bloom filter index on the user_id and campaign_id columns. 

B. 

Scheduling a daily job to run the OPTIMIZE command with Z-ORDER. 

C. 

Utilizing Liquid Clustering with CLUSTER BY and Predictive Optimization. 

D. 

Enabling auto-compaction and optimized writes in the table properties. 

 

Hint 

Consider a feature that moves away from static partitioning and manual indexing towards 

dynamic, self-tuning data layout. 
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When designing a production pipeline to ingest data from hundreds of small, diverse JSON 

sources, which pattern is recommended to minimize cluster overhead and simplify 

orchestration? 

A. 

Implementing a multiplex bronze table to consolidate all incoming streams into a single source. 

B. 

Using a batch-based COPY INTO command for each source triggered on a strict schedule. 

C. 

Leveraging a static join to a lookup table to route events to different databases during ingestion. 

D. 

Creating a unique Auto Loader stream and target table for every individual source system. 

 

Hint 

Think about a design that allows a single stream to handle multiple event types or sources 

simultaneously. 
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A data engineer is using Auto Loader to ingest data from a cloud object storage folder. If 

the source schema suddenly includes a new column, how can the engineer ensure the 

pipeline continues to run without manual intervention while capturing the new data? 

A. 

Using the cloudFiles.useNotifications option to alert the team when a schema change occurs. 

B. 

Enabling schema evolution by setting the schemaEvolutionMode to addNewColumns. 

C. 

Setting a fixed schema in the load command to ignore any unexpected columns. 

D. 

Configuring a quarantine table to capture records that do not match the expected schema. 

 

Hint 

Look for a setting specifically designed to allow the target table's structure to adapt to changes in 

the source data. 
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To ensure idempotency and fault tolerance in a Structured Streaming job using Auto 

Loader, what is a critical requirement for the checkpoint directory? 

A. 

The checkpoint directory must be stored on the local driver node for faster access. 

B. 

The directory must be cleared every time the job is updated to a new version. 

C. 

The checkpoint directory must be unique for each individual stream. 

D. 

The checkpoint directory should contain a copy of the source schema for validation. 

 

Hint 

Consider the relationship between a stream's progress tracking and the location where that state 

is saved. 

 



5 / 12 

An organization needs to propagate deletes from a source database to their Delta 

Lakehouse. Which feature should they enable on their Bronze table to allow downstream 

silver tables to incrementally process these deletions? 

A. 

The VACUUM command. 

B. 

Z-Order indexing. 

C. 

Change Data Feed (CDF). 

D. 

Auto Loader with schema evolution. 

 

Hint 

Focus on the mechanism that logs row-level modifications, including the metadata about what type 

of change occurred. 

 

6 / 12 

When configuring Auto Loader for a directory containing millions of existing files, which 

discovery mode is most efficient for ongoing ingestion? 

A. 

File notification mode. 

B. 

Directory listing mode. 

C. 

Incremental loading using the modificationTime filter. 

D. 

Batch-based glob patterns. 

 

Hint 

Think about the difference between a process that regularly 'scans' for changes versus one that 

'receives' updates from the cloud provider. 

 

A data engineer needs to ingest records from a legacy system where multiple updates to 

the same record might arrive in the same batch. Which strategy ensures that only the latest 

version of the record is processed into the Silver layer? 

A. 

Using a simple streaming append to the silver table. 

B. 

Relying on the MERGE INTO command without any prior transformation. 

C. 

Applying a window function to rank records by timestamp and filtering for the latest within the 

streaming logic. 

D. 

Decreasing the trigger interval to ensure batches are smaller. 

 

 

 



Hint 

Consider how to programmatically identify and select the most current entry when several entries 

for the same entity are present. 

 

8 / 12 

In a multiplex streaming pattern, how is the 'Silver' layer typically populated from the 

unified 'Bronze' table? 

A. 

Executing a single large MERGE statement that writes to multiple target tables simultaneously. 

B. 

Manually triggering batch exports from the bronze table at midnight. 

C. 

Using multiple independent streaming queries that each filter the Bronze table for a specific event 

type. 

D. 

Replacing the bronze table with a series of views that point to the raw files. 

 

Hint 

Think about how you would separate combined data into individual streams for specific 

downstream processing. 

 

9 / 12 

When converting a 1TB JSON dataset to Parquet for ingestion, which sequence of 

operations minimizes memory pressure and execution time? 

A. 

Read the JSON directly into a broadcast variable to speed up the transformation. 

B. 

Read the JSON, perform narrow transformations, repartition, and write to Parquet. 

C. 

Repartition the raw JSON files on disk before reading them into Spark. 

D. 

Read the JSON, perform a global sort on all columns, and then write to Parquet. 

 

Hint 

Consider the difference between operations that require moving data between nodes (shuffles) 

and those that can be done locally on each node. 

 

10 / 12 

A data engineer is designing an ingestion process from a source that provides CDC data. 

They want to maintain a history of all changes to an entity over time. Which design pattern 

should they implement in the Gold layer? 

A. 

Slowly Changing Dimension (SCD) Type 1. 

B. 

Slowly Changing Dimension (SCD) Type 2. 

C. 



A simple append-only log table. 

D. 

A shallow clone of the Bronze table. 

 

Hint 

Look for the specific data modeling term used for tables that preserve historical versions of 

records by adding new rows with start/end dates. 

 

11 / 12 

What happens if the `readChangeFeed` option is used on a source Delta table that has NOT 

had Change Data Feed enabled in its table properties? 

A. 

The query will fail with an error stating that CDF is not enabled. 

B. 

The query will automatically enable CDF and start capturing changes from that point forward. 

C. 

The query will succeed but only return  operations. 

D. 

The query will return only the most recent version of the table as an initial snapshot. 

 

Hint 

Consider the prerequisites required for a table to log more than just the current state in its 

transaction log. 

 

12 / 12 

Which component of Databricks provides a unified way to ingest data from applications 

like Salesforce, Workday, and Google Analytics without writing custom connector code? 

A. 

Auto Loader. 

B. 

Lakeflow Connect. 

C. 

The Databricks REST API. 

D. 

Delta Live Tables (DLT) APPLY CHANGES API. 

 

Hint 

Identify the feature recently introduced to simplify 'connecting' the lakehouse to common external 

business tools. 

 

 

Answer 

1. C 2. A 3. B 4. C 5. C 6. A 7. C  8. C 9. B 10. B 11. A  

12. B 

 

 



A technical comparison between standard Spark Streaming and the 

declarative Spark Declarative Pipelines (SDP) framework, and  a summary of 

the key REST API 2.0 commands for managing secret scopes used in 

ingestion notebooks 

This comparison highlights the shift from imperative to declarative engineering, a core focus of 

the 2026 Databricks Professional certification. 

Technical Comparison: Standard Spark Streaming vs. Spark Declarative Pipelines (SDP) 

Feature Standard Spark Streaming 

(Structured Streaming) 

Spark Declarative Pipelines (SDP/DLT) 

Paradigm Imperative: You define the 

"how"ðexplicitly managing 

triggers, checkpoint locations, and 

state. 

Declarative: You define the "what"ðthe desired 

state of the data using Streaming Tables and 

Materialized Views. 

CDC 

Handling 

Requires manual logic using 

MERGE INTO; involves complex 

handling of out-of-order data. 

Automated: Uses the APPLY CHANGES INTO 

API to handle CDC and automatically track SCD 

Type 1 and Type 2 history. 

Data Quality Needs custom validation logic 

(e.g., filter blocks or separate 

auditing scripts). 

Built-in Expectations: Uses native Warn, 

Drop, and Fail policies to enforce quality and 

create quarantine pipelines. 

Optimization Manual tuning: partition hints 

(coalesce, repartition), Z-ordering, 

and manual OPTIMIZE 

commands. 

Platform-Managed: Features the Enzyme 

engine for incremental recomputation and uses 

Liquid Clustering for automated layout 

optimization. 

Infrastucture Developers must manually 

configure and manage the 

lifecycle of job clusters. 

Automated Ingestion: Master the Multiplex 

Streaming pattern to ingest multi-source data 

into a unified Bronze table. 

Summary: REST API 2.0 Commands for Secret Scope Management 

For ingestion notebooks, secrets management is critical to avoid hardcoding credentials. While 

ingestion logic typically uses the dbutils.secrets.get utility, the REST API 2.0 is used 

programmatically to manage the security of these scopes. 

¶ Scope Creation (/secrets/scopes/create): Establishes a new secret scope (e.g., 

ingestion_creds) that can be used by notebooks to retrieve credentials. 

¶ Granting Access (/secrets/acls/put): This is essential for access control in production. It 

defines who (users, groups, or service principals) can read secrets from a scope. 

¶ Putting Secrets (/secrets/put): Programmatically inserts sensitive information into a scope, 

ensuring that the actual values are never stored in your CI/CD repository. 

¶ Listing Secrets (/secrets/list): Retrieves the names of secrets within a scope to verify that 

the necessary credentials have been deployed. 

¶ Deleting Scopes (/secrets/scopes/delete): Removes a scope and all associated secrets 

when an ingestion pipeline is decommissioned. 

Note: For the Professional exam, you must understand that the user running the notebook 

needs "Read" permissions on the secret scope to successfully execute dbutils.secrets.get 



Data Governance 



 



 

Data Governance Summary: Professional Exam Focus (7%) 

This domain validates your ability to manage the Databricks Data Intelligence Platform using 

Unity Catalog to ensure data is secure, audited, and accessible. 

¶ The Unity Catalog Hierarchy: Data is organized in a mandatory three-level namespace: 

catalog.schema.table (or view/volume). 

¶ The Privilege Model: Access is managed through securable objects using GRANT and 

REVOKE commands. 

o USAGE: Required on a catalog or schema to interact with any nested objects. 

o SELECT/MODIFY: Standard table-level permissions for reading or writing data. 

¶ Automated Data Lineage: Unity Catalog automatically captures lineage at the table and 

column level, allowing you to perform impact analysis and satisfy audit requirements across 

the Medallion architecture. 

¶ Advanced Security Patterns: 

o Dynamic Views: Used to implement Row-Level Security and Column-Level 

Masking without creating redundant tables. 

o Lakeflow Integration: Governance extends to ingestion, ensuring that methods like 

Lakeflow Connect land data directly into governed Delta tables. 

Study Guide: Data Governance for the Databricks Certified Data Engineer 

Professional Exam 

This guide provides a high-fidelity overview of data governance, security, and architectural best 

practices within the Databricks Data Intelligence Platform. As a Lead Certification Developer, I 

have structured this material to address the technical density and scenario-based complexity of 

the Professional-level exam. 

1. Architectural Foundations of Unity Catalog (UC) 

Unity Catalog (UC) is the industry's first unified governance layer for data, analytics, and AI. It 

provides a centralized interface to manage structured/unstructured data, machine learning models, 

and notebooks across a multi-cloud lakehouse environment. 

Core Value Propositions for the Modern Lakehouse: 

¶ Unified Multi-Cloud Governance:  Establishes a consistent security and governance 

model across AWS, Azure, and GCP, decoupling policies from individual workspace 

configurations. 

¶ Reliability through Transactional Integrity:  UC leverages the Delta Lake transaction log 

to guarantee Optimistic Concurrency Control, providing isolation and ensuring atomicity 

and durability in multi-user environments. 

¶ Cross-Platform Interoperability:  Through Iceberg UniForm, Unity Catalog enables 

seamless data access across different platforms without moving or copying data, fulfilling 

the promise of an open data architecture. 

¶ Secure Sharing and Federation:  Supports the "Sharing" pillar of the platform, allowing 

secure collaboration across business units and external partners via Delta Sharing. 



2. The Hierarchy of Securable Objects 

Unity Catalog follows a strictly defined object hierarchy. Permissions are generally inherited 

downwards, but access to any object requires a specific chain of container privileges. 

¶ Metastore:  The top-level container for metadata across an entire organization. 

¶ Command:  Establish global metadata boundaries and link multiple workspaces to a single 

source of truth. 

¶ Catalog:  A grouping of schemas (databases). 

¶ Command:  Define high-level data isolation zones and logical business boundaries. 

¶ Schema (Database):  A logical grouping of tables, views, volumes, and functions. 

¶ Command:  Group related technical assets and apply shared access policies for specific 

business logic. 

¶ Tables / Views / Volumes:  The final level of physical or logical data assets. 

¶ Command:  Implement fine-grained access control and manage physical storage 

paths.Architectural Note: Managed vs. Unmanaged Tables 

¶ Managed Tables:  UC handles both metadata and physical data files in a centralized root 

location. 

¶ Unmanaged (External) Tables:  Created via the CREATE TABLE ... LOCATION syntax. 

While UC governs the metadata, the data resides in external cloud storage. 

¶ Diagnostic Tip:  Use DESCRIBE EXTENDED or DESCRIBE DETAIL to retrieve metadata 

and verify the physical location of unmanaged objects. 

3. Implementation of Access Control Models 

Professional-level engineering requires a deep understanding of the Role-Based Access Control 

(RBAC) model. 

Securable 

Object Privilege Senior Architectôs Technical Detail 

Catalog / 

Schema USAGE 

EXAM ALERT: To query a table, a user must have USAGE on the 

Catalog AND USAGE on the Schema. 

Table / View SELECT Grants the ability to read data from the object. 

Notebook CAN READ 

Required for a new engineer to review production logic without 

execution rights. 

Cluster 

CAN 

RESTART 

Required to attach a notebook to a cluster and execute runs for 

debugging or development. 

Secret Scope READ 

Vital for protecting production credentials; limits who can retrieve 

keys for external connections. 

 

Fine-Grained Access Control and Masking  Implementing "Dynamic Views" is the standard for 

row-level filtering and column-level masking. This logic utilizes the is_member() function to 

evaluate group membership at runtime. 



¶ Implementation Pattern:   

SELECT CASE WHEN is_member('hr_admins') THEN ssn ELSE '###-##-####' END AS 

ssn FROM employee_data; 

4. Automated Data Lineage for Compliance and Impact Analysis 

Unity Catalog automatically captures column-level lineage, a non-negotiable requirement for 

senior engineers managing production-grade pipelines. Lineage Tracking Benefits: 

1. Technical Impact Analysis:  Identifying exactly which downstream Gold tables, 

dashboards, or ML models will break if a Silver-layer schema is modified. 

2. Audit and Regulatory Compliance:  Providing an automated, transparent record of data 

flow to satisfy legal and internal audit requirements. 

3. Medallion Transparency:  Visualizing complex ingest patterns, such as  Multiplex Bronze 

Tables , where multi-source streaming data is initially unified into a single table before 

being refined. 

5. Managing Workspace and Cluster Security 

Production security requires isolating compute resources and providing specific diagnostic access. 

¶ Governed Compute:  Use Cluster ACLs to restrict cluster creation. For production, always 

prioritize Job Clusters over All-Purpose clusters to ensure workload isolation. 

¶ Lead Engineer Diagnostic Toolkit:  When debugging production job failures, engineers 

utilize the Spark UI (to inspect event timelines and shuffle metrics) and the Ganglia UI (to 

detect resource-level issues like memory spills). 

6. Data Quality and Governed Layout Optimization 

Governance extends to the physical storage layer to ensure both data integrity and query 

performance. 

Quality Enforcement Patterns 

¶ CHECK Constraints:  Prevents "dirty data" at the table level (e.g., ALTER TABLE orders 

ADD CONSTRAINT check_qty CHECK (quantity > 0)). 

¶ DLT Expectations:  In Delta Live Tables, these allow engineers to "Audit," "Drop," or "Fail" 

based on specific quality violations during ingestion. 

Layout Strategy: Liquid Clustering vs. Legacy Partitioning 

¶ Liquid Clustering (CLUSTER BY):  The modern replacement for Z-Ordering. It is 

specifically designed for "hot columns" and "point-lookup" queries (e.g., user_id). 

¶ Predictive Optimization:  A background service that manages file compaction and 

clustering automatically, removing the manual overhead of OPTIMIZE commands. 

¶ Decision Rule: Layout Selection  

Strategy Scenario Rule of Thumb 

Manual Z-

Ordering 

Legacy workloads with 

static, well-known query 

patterns. 

High operational overhead and 

potential performance lags on recent 

data; generally avoided for new 

pipelines in favor of automated tools. 



Liquid 

Clustering 

Evolving query patterns, 

high-cardinality 

columns, and multi-

column filters. 

Use CLUSTER BY for a "hands-off" 

way to keep hot columns co-located 

and optimize layout automatically as 

patterns change. 

Partitioning Large tables (typically 

TB+) filtered strictly by a 

high-level column, such 

as a Date column. 

Beware of "over-partitioning," 

which creates too many small files 

and scanning overhead, negatively 

impacting Spark query performance. 

 

7. Security and Compliance in DevOps 

Governance must be persistent from development to production through  Databricks Asset 

Bundles (DABs) . 

¶ Environment Separation:  Senior engineers use DABs to promote code through Dev, Test, 

and Prod environments, ensuring that environment-specific configurations (like Unity 

Catalog policies) are applied via the CLI or REST API. 

¶ Version Control:  Integration with Git is required to track changes to governance logic and 

ensure all transformation code is audited before deployment. 

8. Exam Readiness: Knowledge Check & Troubleshooting 

Scenario-Based Practice Questions 

¶ Scenario:  A data analyst has SELECT privileges on a table and USAGE on the parent 

Catalog, but cannot query the data. What is missing? 

Answer:  The user must also be granted USAGE on the parent  Schema. 

¶ Scenario:  A team is seeing poor performance on point-lookup queries for campaign_id and 

wants a "hands-off" optimization. What should they implement? 

Answer:  Utilize  Liquid Clustering  with CLUSTER BY and enable  Predictive 

Optimisation. 

¶ Scenario:  During a data recovery attempt, an engineer discovers they cannot time travel 

on a  Shallow Clone after the source table was vacuumed. Why? 

Answer:  A Shallow Clone shares physical files with the source; if VACUUM removes those 

files from the source, the clone becomes invalid. 

¶ Scenario:  You need to ingest multiple Kafka topics into a single Bronze table while 

maintaining the ability to replay data. What pattern is best? 

Answer:  A  Multiplex Bronze Table pattern using Structured Streaming. 

¶ Scenario:  A query fails due to a CHECK constraint violation on a production table. What is 

the standard corrective action? 

¶ Answer:  Audit the source data and implement quarantine logic in the Silver layer to divert 

invalid records. 

¶ Diagnostic Commands Reference  

 



Command Primary Use Case 

DESCRIBE HISTORY Identifying version numbers for Time Travel and identifying who modified 

a table. 

DESCRIBE 

EXTENDED 

Viewing table metadata, including the physical location of unmanaged 

tables. 

DESCRIBE DETAIL Reviewing storage information, file counts, and partitioning details. 

 

QUIZ 

https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-

004e65621f84/artifact/9a65d10c-60c8-498d-82ec-

18eb619476fe?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share

_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_  

 

1 / 10 

A data engineer is granted the privilege on a specific table in Unity Catalog. However, when 

executing a query, they encounter an error. Which privilege must be granted on the parent 

catalog and schema to resolve this hierarchy issue? 

A. Read Metadata 

B. Browse 

C. Usage 

D. Execute 

Hint: Consider the requirement for traversing containers in a nested security structure. 

 

2 / 10 

In a production Medallion architecture, a 'Multiplex Bronze' table is used to land raw data 

from various sources. From a governance perspective, why is access to this table typically 

restricted to service principals and platform admins? 

A. 

To ensure that Z-order indexing remains efficient for the Silver layer ingestion processes. 

B. 

Because Unity Catalog cannot track lineage for tables that receive data from multiple streaming 

sources. 

C. 

Because Bronze tables do not support the Unity Catalog security model for end-user queries. 

D. 

To prevent unauthorized access to un-redacted PII or raw secrets before cleansing occurs in the 

Silver layer. 

 

Hint: Think about the state of data sensitivity before it reaches the Silver transformation stage. 

 

 

https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/9a65d10c-60c8-498d-82ec-18eb619476fe?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/9a65d10c-60c8-498d-82ec-18eb619476fe?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/9a65d10c-60c8-498d-82ec-18eb619476fe?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_
https://notebook.google.com/notebook/4606d2f9-c7c9-4177-837d-004e65621f84/artifact/9a65d10c-60c8-498d-82ec-18eb619476fe?utm_source=nlm_web_share&utm_medium=google_oo&utm_campaign=art_share_1&utm_content=&utm_smc=nlm_web_share_google_oo_art_share_1_


3 / 10 

A security requirement dictates that members of the group should see full data, while all 

other users see a redacted string. Which SQL construct effectively implements this as a 

dynamic view? 

 

 
Hint: Identify the function that evaluates group membership for the person running the query. 

 

 

4 / 10 

When configuring a Delta Live Tables (DLT) pipeline to publish to Unity Catalog, what 

permission is required on the target schema for the pipeline to successfully create and 

update tables? 

 

Hint: Consider the rights needed to generate new schema objects during a pipeline's deployment. 

 

5/10 

An organization uses Unity Catalog to manage data access. If a table's owner is removed 

from the company's identity provider, what is the immediate governance implication for 

that table? 

A. 

The table is automatically deleted from the cloud object storage for security compliance. 

B. 

Access is immediately revoked for all users until the table is restored from a backup. 

C. 

Unity Catalog automatically assigns ownership to the person who created the parent catalog. 

D. 

The table remains accessible to authorized users, but a privileged user must manually reassign 

ownership to manage permissions. 

 

Hint: Think about the difference between data access for users and the ability to perform 

administrative tasks. 



6 / 10 

When applying governance to the Silver layer of a Medallion architecture, which feature is 

best suited to prevent 'garbage' data from violating business logic, such as a  being less 

than? 

 

Hint: Look for a table-level enforcement mechanism that validates data during the write process. 

 

7 / 10 

How does the use of Unity Catalog differ from in terms of physical data governance? 

A. 

External locations allow Unity Catalog to manage access to files while the user retains control over 

the physical storage path. 

B. 

Managed tables allow for direct file-system access via DBFS without going through Unity Catalog 

permissions. 

C. 

External locations require the use of  files to maintain data integrity. 

D. 

External locations do not support the use of  for dynamic row-level security. 

Hint: Focus on the relationship between the governance layer and the physical file path. 

 

8 / 10 

A data engineer needs to track which specific users have accessed sensitive columns in a 

Gold table over the last days. Which Databricks feature should they consult? 

 

 
 

Hint: Think about the centralized logging mechanism for all security-related events in the platform. 

 

 

 

 

 



9 / 10 

Which privilege is required to allow a user to see that a table exists in the Catalog Explorer 

without necessarily allowing them to read the data inside it? 

 

 
 

Hint: Select the privilege specifically intended for metadata discovery. 

 

10 / 10 

In a governed environment, what is the best practice for a production notebook to access a 

database password or API key? 

A. 

Store the secret as a plain-dbuilt.widget.text parameter. 

B. 

Retrieve the value using dbuilds.secret.get. 

C. 

Hardcode the secret in a Python file and import it as a dependency. 

D. 

Store the secret in a Managed table in the Bronze layer. 

 

Hint: Identify the dedicated Databricks utility for managing sensitive credentials. 

 

 

Answer 

1. C  2. D 3. B 4. D 5. D 6. B   7. A 8. C 9. D 10. B 

  



Data Modelling 

This domain represents 6% of the Databricks Certified Data Engineer Professional exam, focusing 

on your ability to design efficient, reliable, and historically accurate data structures within the 

Lakehouse. 

Data Modeling Technical Infographic: This visual maps out the architectural shift from Bronze 

to Silver layers, illustrating the specific transformation objectives like schema enforcement and 

data enrichment. It includes a side-by-side comparison of SCD Type 1 (overwrites) and SCD 

Type 2 (history tracking) using the APPLY CHANGES INTO API, and diagrams the Multiplex 

Streaming pattern for ingesting multi-source data into a unified entry point. 

 

Quick-Reference: Key Data Modeling Concepts 

A summary of the core concepts: 

Concept Implementation Focus 

Bronze to Silver 

Transition 

Objective is to cleanse, filter, and enrich raw data into a governed state. 

Multiplex Bronze 

Pattern 

Design a single table to ingest mixed-schema events, avoiding the 

overhead of hundreds of individual streams. 

SCD Type 2 

Tracking 

Uses the APPLY CHANGES INTO API (formerly DLT) to automatically 

manage row-versioning for historical auditing. 

Check Constraints Used to enforce data quality at the table level (e.g., ALTER TABLE ... ADD 

CONSTRAINT) 

 



 


